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1 OBJECTIVES & RESPONSIBILITIES 
 
1.1 Strategy Aims  

 
1.1.1 The ICT strategy aligns the Council’s ICT provision with the Council’s key 

strategic objectives and in particular its Customer Service strategy. 
 
1.1.2 Specifically the ICT Strategy aims to 

·  To identify the information requirements of the Council; 
·  To ensure that investment is linked to and supports the achievement of 

Council objectives; 
·  To optimise the value of that investment; 
·  To identify data sharing needs; 
·  To take advantage of emerging technologies; 
·  To avoid incompatible technologies; 
·  To allow the informed selection of systems;  
·  To implement user friendly systems; 
·  To ensure that services are provided in accordance with the principles 

of ‘best value’. 

1.2 Strategy Timescale  

1.2.1 The strategy will supersede any previous ICT strategy; and will take 
immediate effect on approval by the Policy, Finance & Administration 
Committee. 

1.3 Responsibilities  
 
1.3.1 Responsibility for Information, Telecommunications and Information Systems 

Technology lies with the Head of ICT who is responsible for ICT Services. All 
departments are responsible for the effective use and implementation of 
information, telecommunications and information technology. The 
Management Team will consider corporately the strategic direction of ICT and 
the Head of ICT will be responsible for reporting the strategy to the Policy, 
Finance & Administration Committee on an annual basis. The Council’s 
Making Progress Group will monitor the implementation of the ICT Strategy. 
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2 MANAGEMENT & RESOURCES 

2.1 ICT Governance  
 
2.1.1 ICT governance is the structure of relationships and processes to direct and 

control the organisation in order to achieve the goals of an organisation by 
adding value while balancing risk versus return over ICT and its processes. 

 
2.1.2 ICT governance is enforced by a number of groups and positions within the 

Council. These are the Policy, Finance & Administration Committee, Making 
Progress Group, Management Team, Head of ICT, and Audit. 

 
2.1.3 The ICT governance structure is shown in Appendix A 
 

2.2 Policy, Finance & Administration Committee  

 
2.2.1 The Council’s Policy, Finance & Administration Committee approve and 

endorse the strategic IT direction of the Council 
 
2.2.2 The Committee approves the ICT Strategy and the ICT Development Plan. 

The Committee also approves capital expenditure on ICT equipment and the 
ongoing support and maintenance of ICT through the ICT revenue budget. 

2.3 Making Progress Group  

 
2.3.1 The Making Progress Group has a number of responsibilities in relation to 

ICT. 
 
2.3.2 To review the ICT Strategy, and to review on an ongoing basis how ICT 

meets the organisational objectives of the Council. 
 
2.3.3 To agree the ICT development programme and to monitor progress in 

implementing the programme. 
 
2.3.4 Reviewing business cases for new or amended ICT proposals and assessing 

their relative priorities having particular regard to the potential funding and 
resources available and the timescale for implementation. 

 
2.3.5 To seek to maximise external funding opportunities that will assist in the 

delivery of the Council’s transformation programme. 
 
2.3.6 To work in partnership with the Welland and Leicestershire authorities and 

other organisations as appropriate to ensure that a joined up approach is 
pursued wherever possible. 

 
2.3.7 To allocate project managers for each development within the ICT 

development plan. 
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2.4 Management Team  

 
2.4.1 The Council’s Management Team considers and recommends the corporate 

strategic direction of ICT and evaluates new ICT proposals. 
 
2.4.2 The Management Team considers, assesses and prioritises proposals for 

new ICT projects. 
 
2.4.3 The Management Team considers recommendations for the Head of ICT in 

relation to ICT matters and has regard to the information requirements of the 
Council. 

2.5 Head of ICT  

 
2.5.1 The Head of ICT is responsible for producing the Council’s ICT Strategy, ICT 

Development plan and for implementing the ICT Strategy. 
 
2.5.2 The Head of ICT is also responsible for producing ICT related policies. 
 
2.5.3 The Head of ICT is responsible for maintaining the Council’s ICT equipment, 

software and the Council’s information. 

2.6 Audit  
 
2.6.1 The Council’s Internal and External audit functions are responsible for testing 

whether the Council’s ICT is operating in line with the Council’s policies and 
recommended best practice. 

2.7 Informal User Groups  

2.7.1 Informal user groups will be established as required to assist in the 
implementation and enhancement of new technology and operational 
systems. The terms of reference of such user groups will be as follows: 
·  Address all operational matters relating to the use of ICT; 
·  Enhance user awareness of software capability, broaden knowledge 

amongst users and ensure that the potential of all current systems is 
maximised; 

·  Collectively make representations to ICT Services in relation to ICT 
operational matters; and 

·  Make representations to the Making Progress Group, or Head of ICT 
as necessary on any operational matter relating to ICT. 
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2.8 ICT Services  
 
2.8.1 ICT Services will provide advice, assistance and support to end users. 

·  All requests for assistance or advice should be logged with ICT 
Services; 

·  All requests for changes to existing systems should be logged with ICT 
Services; 

·  ICT Services will make best possible efforts to respond to logged calls 
within the timescales contained within the performance criteria in the 
ICT Service’s Service Plan. 

2.9 Service Delivery & Best Value  
 
2.9.1 The Council’s ICT Services will be delivered in accordance with the ICT 

Service’s Service Plan. The service plan details the performance targets of 
ICT Services. 

 
2.9.2  ICT Services operate as a self contained business unit. As part of the ‘best 

value’ process the Council will explore all viable possibilities for the provision 
of the ICT service. 

2.10 IT Staffing Resources  
 
2.10.1 An annual assessment of ICT staffing resources will be carried out, to 

compare the resources required to carry out the ICT development plan and 
maintain existing systems with the resources available.  

2.11 ICT Skills & Training  
 
2.11.1 The Council is committed to ongoing professional training for in-house ICT 

Services staff in order to develop further and enhance the essential skills 
required. ICT staff will be encouraged to attain relevant vendor qualifications. 

 
2.11.2 The Council is also committed to the principle of purchasing additional skills 

as the need arises, subject of course to the normal budgetary considerations 
and compliance with finance and contract procedure rules. 

 
2.11.3 The Council is committed to ensuring that users of the Council’s IT facilities 

are adequately trained. Users will be encouraged to attain the British 
Computer Society ITQ or ECDL (European Computer Driving Licence). 

2.12 ICT Investment  
 
2.12.1 The Council is committed to continuous investment in ICT in order to improve 

operational efficiency. 
 
2.12.2 All sources of capital finance and non-earmarked capital grants are potentially 

available for ICT investment subject to competition with other capital 
schemes. Leasing facilities and the Prudential System will be used where 
appropriate. 
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2.13 Finances  
 
2.13.1 The ongoing support and maintenance of the Council’s ICT infrastructure is 

met from the ICT Services revenue budget. In addition to this each service 
has a budget relating to direct costs incurred, and support contracts for 
software utilised by the service. 

2.14 Welland Partnership  
 
2.14.1 The Council is a member of the Welland Partnership. The Welland 

Partnership comprises five local authorities from four counties, of varying size 
and political control. The Welland Partnership comprises of East 
Northamptonshire Council, Harborough District Council, Melton Borough 
Council, Rutland County Council, and South Kesteven District Council. 

 
2.14.2 The Welland Partnerships aims are to: 

·  to improve the quality of service provision; 
·  to enhance the arrangements for each council to comply with the duty 

of best value; 
·  to explore the development of joint bidding / funding initiatives; 
·  to explore the opportunity to develop joint approaches to service 

delivery; 
·  to encourage discussion and exchange of information between elected 

members; 
·  to lobby all tiers of government and all relevant agencies in promoting 

the case for rural investment; 
·  to adopt a co-ordinated approach and a coherent voice in respect of 

rural service issues; 
·  to embark on joint policy research where appropriate; 
·  to increase participation and communications with market towns and 

rural communities. 
 
2.14.3 The Council will explore with the other Welland Partners, the joint 

procurement of ICT where this leads to improved efficiency and effectiveness 
of service provision. 

2.15 Leicestershire  
 
2.15.1 The Council is seeking to work with other Leicestershire districts and 

Leicestershire County Council to provide delivery of seamless public services 
to the customer. 

 
2.15.2 The Council is exploring the opportunities to develop an ICT infrastructure 

within Leicestershire to support the delivery of seamless public services to the 
customer. 

 
2.15.3 The Council will explore with other Leicestershire authorities the joint 

procurement of ICT where this leads to improved efficiency and effectiveness 
of service provision. 
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2.16 Procurement Policy  
 
2.16.1 In order to ensure compatibility and to secure best value for money, all 

procurement of ICT equipment, software, ICT services, PBX, mobile phones 
and telephony equipment must involve the Head of ICT and must take 
account of Financial Procedure Rules and Contract Procedure Rules.  

 
2.16.2 All ICT procurements must be compatible with the Council’s enterprise 

architecture and ICT standards.  
 
2.16.3 All orders for ICT equipment, software or services should be made through 

ICT Services. 
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3 VISION 

3.1 Making a Difference  
 
3.1.1 ICT technologies will be harnessed to change the way that the Council and 

other agencies within the Borough of Melton work together, to deliver 
seamless services to the citizen and to enhance their lives. 

 
3.1.2 ICT will be used to make the Council more effective, efficient, and customer 

focused. 
 
3.1.3 By effectively utilising its information the Council’s resources will be targeted 

and delivered to citizens at the most appropriate time in their lives, enabling 
even the most complex issues to be resolved. 

 
3.1.4 Effective use of information will enable early intervention allowing problems to 

be solved and preventing the need for expensive reactive services. 
 

3.2 The Path Forward  
 
3.2.1 The goal is to deliver easy access to multi-agency services via a single point 

of contact, with services available and delivered via a range of access 
channels. 

 
3.2.2 As many public services as possible will be delivered, including those 

currently provided by central government agencies and departments. 
 
3.2.3 By making effective use of its information and sharing data with other 

agencies, and utilising business intelligence techniques, services will be 
delivered when they are needed and to where they are required. 

 
3.2.4 There will be a strong focus on targeted personal intervention and 

preventative strategies designed to solve complex problems and “break the 
cycle” in our most challenging cases of social exclusion. 

 

3.3 Service Transformation  
 
3.3.1 Building upon its strengths in change management, the Council will design 

and build new business processes to provide significantly enhanced service 
delivery. 

 
3.3.2 Best practice from the private sector and elsewhere in the public sector will be 

adopted. 
 
3.3.3 Innovative and state of the art technology will be introduced where this leads 

to service transformation and enhanced service delivery. 
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3.4 Transformational Government  
 
3.4.1 Twenty First Century Government is enabled by technology – policy is 

inspired by it, business change is delivered by it, customer and corporate 
services are dependent on it, and democratic engagement is exploring it. 
Moreover modern governments with serious transformational intent see 
technology as a strategic asset and not just a tactical tool. 

 
3.4.2 Transformational government vision is about better using technology to 

deliver public services and policy outcomes that have an impact on citizens’ 
daily lives: through greater choice and personalisation, delivering better public 
services, such as health, education and pensions; benefiting communities by 
reducing burdens on front line staff and giving them the tools to help break 
cycles of crime and deprivation. 

 
3.4.3 The vision for service transformation presented by Sir David Varney is, “In 

2020, people throughout the country access public services that are tailored 
to their personal needs and preferences. For self-service, an individual would 
go to their local area public services portal, when they ring the single non-
emergency number they get though to their local contact centre and if they 
wish to they can walk into a convenient local one-stop-shop. This single point 
of access triggers a comprehensive, fast and accurate service both locally 
and nationally.” 
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4 REALISING THE VISION 

4.1 Utilising Technology  
 
4.1.1 The exploitation of technology and information as part of the modernisation 

and service transformation process provides an opportunity to make real 
improvements for local people in the way that they can access local services. 
At the same time it provides significant opportunities to radically change 
existing processes, systems and working environments to ensure that we are 
more efficient and customer focused. 

 
4.1.2 The drive towards exploiting technology will improve service management and 

delivery whatever access method the customer chooses. This includes 
traditional assisted access via the telephone or face-to-face as well as 
unassisted access through technologies the Internet. 

 
4.1.3 Technology will assist the equality of accessibility for all citizens who may 

otherwise experience exclusion because of geographical, physical or social 
factors. Services will be transformed around the needs and convenience of 
the citizen, reflecting the way in which they lead their lives and not the 
interests of organisations or departments within them. 

 
4.1.4 The re-engineering of services will involve a series of step changes. The first 

is customer focused transformation of access to achieve a user friendly, 
quality service, delivered to measurable standards. The second is 
transformation of back office processes, systems and workloads to improve 
efficiency and customer satisfaction. 

4.2 Transforming Access  
 
4.2.1 With modern technology it is possible to conduct transactions and access 

information 24 hours a day, 7 days a week (e.g. internet payments, bin 
collection schedules). Utilising the Council’s website and community portal it 
is possible, to provide a comprehensive range of services which local 
communities will be able to access at any time, on an unassisted basis. The 
modern citizen expects to have access to high quality content, built around 
the way citizens lead their lives and where they live. Take up of unassisted 
channels will be encouraged to free assisted channel resources to aid the 
most vulnerable people. 

 
4.2.2 Skilled customer service agents utilising customer relationship management 

software, and Intranet ‘expert’ systems and provide high quality assisted 
access. Friendly, knowledgeable and well-trained staff customer service staff 
will deliver high levels of one stop fulfilment over the telephone, face to face in 
the Customer Service Centre, or in the customer’s home using the latest 
mobile working technology.  

 
4.2.3 It is our intention to engage other partners and agencies to work positively 

with us to provide real joined up services that make sense to the customer. 
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4.2.4 The citizen is not concerned who delivers their services; they want easy 
access to quality services when they need them. We will actively encourage 
our partners and other public sector organisations to work with us for the 
benefit of local people to allow issues and queries to be resolved by one 
contact, without a detailed knowledge being required of which organisation is 
responsible for a particular service. 

 
4.2.5 It is our intention to engage our partners to invest in technology that can 

enable real joined up working to happen. 

4.3 Transforming Services  
 
4.3.1 The transformation of access in itself will not deliver the desired 

improvements in service delivery to the customer. The whole process of 
delivering a service to the customer needs to be transformed and re-
engineered to fully exploit the improvements in service delivery that 
technology can enable.  

 
4.3.2 The implementation of one stop fulfilment will mean that most telephone calls 

and face to face enquiries will be dealt with as part of the front line service, 
leaving back office staff to concentrate on professional duties and efficiently 
carrying out service functions and processes.  

 
4.3.3 To leverage the benefits of technology and to facilitate improved service 

delivery the Council has invested in change resource. This change resource 
consisting of the Council’s Change Team, ICT Services staff and back office 
staff brings change management, business analysis, project management, 
development, and information management skills to the Council. 

 
4.3.4 This change resource allows existing service delivery processes to be 

challenged, best practice to be researched and adopted, new efficient 
business processes to be designed, new technology to be researched and 
implemented, and best use made of existing systems.  

 
4.3.4 The transformation process has the potential to significantly improve the 

efficiency of service delivery and greatly reduce its cost. It can also enable 
better targeted service delivery and lead to improved levels of customer 
satisfaction. 

4.4 Utilising Information  
 
4.4.1 The Council’s intends to share and fully utilise its information for the benefit of 

the Citizen.  
 
4.4.2 The latest information management techniques will be adopted. It will adopt 

the principles of customer insight and utilise data warehouse and business 
intelligence techniques to fully understand its citizens to enable it to deliver 
the right service, at the right time, in the right place. 

 
4.4.3 Information sharing protocols and data standards will be put in place and the 

Council will actively work with its partners to share information within the 
confines of the Data Protection Act to build information intelligence systems 
that can actively enhance citizens’ lives. 
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4.4.4 With appropriate intelligence there is the potential to identify early transitions 

in people’s lives that may lead to issues. Through early intervention and the 
provision of timely and beneficial support there is the possibility of preventing 
the need for expensive and reactive services at a later date. 

 
4.4.5 Customer profiling and segmentation techniques will be exploited to enable 

more pro-active targeting of services to vulnerable individuals and the 
development of services based upon evidenced need. For example older 
people could be targeted with information about new groups established by 
the voluntary and community sector. 

 
4.4.6 Geographic information systems will be exploited to develop intelligence 

around such issues as crime hotspots, grot spots, and anti social behaviour. 
 
4.4.7 To assist the customer they will be provided with high quality information by 

the medium of their choice, whether by personal computers, digital television, 
mobile phones, letters, fax, telephone or face to face. Information will be 
improved for all, not just for those with access to modern technology. 

 
4.4.8 The Council will seek to enable the personalisation of services to allow 

individuals and community groups who wish to receive information that is 
relevant to them. The capability of delivering information via the internet, 
email or sms text, relevant to a particular area or subject will be developed. 

 
4.4.9 The Council will define data standards and actively manage its information. 

The Council will adopt records management and knowledge management 
techniques to allow it to make best use of its information. 

4.5 Technology Framework  
 
4.5.1 To enable transformation an enterprise architecture framework will be 

developed. The enterprise architecture is a flexible ICT infrastructure 
designed to allow any service transactions to be processed and delivered, it 
also allows information to be managed, shared and analysed. 

 
4.5.2 The enterprise architecture consists of a number of key components required 

to deliver transactions and information. The components are linked together 
using web services and an enterprise service bus. This flexible technology 
architecture will allow components to be removed, added and replaced as 
required without having a negative impact on service delivery or information 
management. 

 
4.5.3 The Council will work with its partners to agree a suitable framework not just 

for the delivery of its services but also to facilitate joined up service delivery. 
 
4.5.4 A number of the required components are in place, some existing ones are 

under review and some still need to be acquired. The Council will work with its 
partners to share the procurement, development or delivery of components 
where it is feasible to do so. 
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4.5.5 Every organisation working to achieve improved public sector outcomes 
derived through the Local Area Agreement (LAA), could usefully access the 
various components within an agreed enterprise architecture framework. This 
is true whether the organisation is a small voluntary organisation or large 
public sector body. 

 
4.5.6 Having access to the components within an enterprise architecture framework 

is seen as an essential prerequisite to being able to deliver the radical 
improvements anticipated within the Local Government White Paper, “Strong 
and Prosperous Communities”, and to meet the Transformational 
Government expectations around designing services to meet the needs of the 
citizen or business. 

 
4.5.7 The framework will support the need, identified by the Local Government 

Association, for local authorities to get a much better understanding of their 
customers, and designing services around their needs.  

4.6 Social Inclusion  
 
4.6.1 The development of online services has helped to tackle social inclusion 

issues across the Borough, particularly by giving easy access to people living 
in the rural areas and for those people who find it difficult to access services 
during regular hours. Customers are at the heart of the transformation of 
services. 

 
4.6.2 Transforming services is not just about getting services online. It is about 

making sure those services are easy to use, and are used regularly, by all 
members of the local community. For those people who do not have access 
to the Internet they will benefit from much easier access to services via the 
Customer Services Centre or telephone contact centre. Innovative mobile 
services will be provided in the customer’s home for those customers who 
require assisted face to face access to services but who find it difficult to visit 
the Council offices. 
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5 ICT ARCHITECTURE 

5.1 Enterprise Architecture  
 
5.1.1 The Council will utilise the concept of an enterprise architecture to provide the 

necessary IT infrastructure to deliver flexible services and transactions to the 
customer. 

 
5.1.2 The enterprise architecture will allow multi-agency transactions to be delivered 

seamlessly to the citizen. It is a components based architecture based around 
modern web services standards and service orientated architecture. The idea 
is that any component can be replaced with a new component without 
adversely affecting the delivery of service to the customer. 

 
5.1.3 The Council will work with other Council’s within Leicestershire to develop the 

architecture to ensure that it can be utilised by all authorities to deliver joined 
up customer services. 

 
5.1.4 During the development of the enterprise architecture current best practice in 

this area, such as TOGAF (The Open Group Architecture Forum) Architecture 
Development Method and the Zachman Framework will be considered. 

 
5.1.5 The architecture consists of a number of key components which are detailed 

below. 

5.2 Access Channels  
 
5.2.1 The means by which a transaction or task is initiated. This could be via a 

Customer Service Centre, Website, Digital TV, Call Centre, or Kiosk.  

5.3 Web Content Management  
 
5.3.1 A means of managing content to be displayed on websites and portals. It 

allows content to be generated by users with no programming expertise. The 
Council currently utilises Portal Partner for the Melton Online Community 
portal and Software AG ISF for the Council’s website.  

5.4 e-Payments  
 
5.4.1  A facility for taking payments securely on a website. The Council utilises the 

Capita Axis payment system. 

5.5 e-Forms  
 
5.5.1 A facility to capture data in a structured format. Typically used on a website to 

capture data and make it available in a structured XML format. The Council 
currently utilises the Software AG ISF. 
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5.6 Mail  
 
5.6.1 Paper based information and transactions, typically through the post. Paper 

documents that generate transactions will in the future be scanned in to a 
document management system with a workflow to automate processing. 
Currently paper based transactions are processed by hand. 

5.7 MMS 
 
5.7.1 Multimedia message system, via mobile phones. The Council currently has no 

system to process MMS messages. 

5.8 SMS 
 
5.8.1 Short message system, text messages on mobile phones. The Kirona Motile 

system will support SMS messaging and will have the facility to remind 
customers by text messages of forthcoming visits from mobile officers. 

5.9 E-mail  
 
5.9.1 Electronic Mail. The Council’s electronic mail is currently processed by 

Microsoft Exchange. 

5.10 Telephone  
 
5.10.1 Systems to enable interaction with the customer over the telephone. The 

Council’s current telephone exchange has call centre technology to support 
customer services. The current telephone system will be replaced with a 
Voice over IP system. 

5.11 Unified Messaging  
 
5.11. Unified Messaging is the integration of different streams of communication 

(e-mail, SMS, fax, voice, video, etc.) into a single, or, unified 'message 
store', accessible from a variety of different devices. This allows users to 
process messages easily without needing to worry about the message 
type. The Council currently has no facilities to provide unified messaging. 

5.12 Face to Face  
 
5.12 Transactions and tasks initiated by face to face communication, via one stop 

shop, customer service centre, reception area, or mobile visit. 

5.13 Partner Systems  
 
5.13.1 Other organisations systems with which it is desirable to share information, for 

example Leicestershire County Council’s CRM system for customer 
transaction information. 
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5.14 Partner Exchange  
 
5.14.1 Facility to transfer information between partner organisations. This is likely to 

take the form of XML middleware messaging utilising agreed XML schemas. 
At present there are no facilities in place to exchange information with partner 
organisations. 

5.15 Partner Access  
 
5.15.1 Partners access to local authority systems. Local partners without their own 

customer information systems may be provided with access to relevant 
Council information systems. No facilities exist to allow this at present. 

5.16 Personalisation  
 
5.16.1 A facility to allow customers to tailor and personalise information based 

around their specific requirements. Customers could be provided with 
personalised access to websites and be provided with information tailored to 
their own circumstances. No facilities exist to allow this at present. 

5.17 Scheduling  
 
5.17.1 Facility to allow the scheduling of tasks and transactions with the customer to 

ensure that they occur at a mutually convenient time. For example the 
scheduling of housing repairs, building control inspection, the collection of 
bulky waste, a benefits application at the customers home. No comprehensive 
scheduling facilities exist at present. 

5.18 Authentication  
 
5.18.1 Authentication is the means of determining that a customer or user is who 

they claim to be. It is necessary to authenticate customers and users and 
determine their identity in order to authorise their access to web sites and 
internal systems. The Council currently has no single source of authentication. 
Authentication to the network is through active directory. 

5.19 Security Management  
 
5.19.1 Security management is the means of authorizing authenticated users access 

to information and systems. This is required to ensure that users only see 
what they should do. The Council currently has no single repository of 
authorisation. 

5.20 Integration Tools  
 
5.20.1 Tools to allow components to be integrated with one another. These can take 

a number of forms ranging from programming tools to middleware. The 
Council currently utilises the .Net programming language C#, the open source 
middleware Mule, and the ndl-metascybe integration tool. The Council intends 
to invest in more sophisticated middleware tools. 
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5.21 System Messaging  
 
5.21.1 The facility to pass electronic messages between systems, via web services, 

email, ftp. Transfer of messages may be real time, asynchronous, or occur if 
triggered by events. Messages may be passed between internal systems or 
exchanged with partner systems. The Council intends to invest in a 
messaging system. 

5.22 Workflow  
 
5.22.1 The facility to allow business processes to be followed electronically. 

Workflows allow transactions to be represented electronically and to automate 
the process of dealing with the transactions. Workflow in this sense is a 
corporate workflow system that allows all transactions to be automated. The 
Software AG ISF is currently utilised to fulfil this function. 

5.23 EDRMS 
 

5.23.1 Electronic document records management is a store for scanned documents, 
customer communication, and important organisational documents. An 
EDRMS aims to enable organisations to manage documents throughout 
the life cycle of those documents, from creation to destruction. The Council 
is currently rolling out the OpenText R/KYV systems. 

5.24 GIS 
 
5.24.1 A Geographic Information System allows the provision of map based 

information to customers and users. It would typically be web enabled when 
used in this context. Having access to electronic maps makes it easier to 
process transactions such as abandoned cars. The Council is currently 
implementing the ESRI ArcGIS server. 

5.25 CRM 
 
5.25.1 A customer relationship management system records and manages 

interactions with the customer. The Council is currently using the Software AG 
ISF. 

5.26 Customer Service Content Management  
 
5.26.1 A facility to manage the information required by customer service staff to 

enable them to deal with a transaction or task. It may include scripting and 
expert systems to assist the agent to deal with complex enquiries. The 
Software AG ISF is currently used to manage customer service content. 

5.27 Mobile Working  
 
5.27.1 Facilities to allow services to be delivered remotely from the main offices. For 

example environmental health officers on a food inspection or customer 
services staff processing a benefits claim in a customer’s house. The Council 
is currently rolling out the Kirona Motile system. 
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5.28 Business Intelligence  
 
5.28.1 Tools to allow organisational data to be analysed, to ensure that the right 

service, is delivered to the right customer at the right time. This may make use 
of partner data sets or commercial data sets such as Mosaic, data warehouse 
and business intelligence tools. The Council currently has no systems in place 
to deliver this. 

5.29 Performance Management  
 
5.29.1 Facilities for monitoring the performance of service delivery, specifically 

customer service delivery. There are no facilities in place to provide a holistic 
picture of service delivery to customer. Elements of this are provided by the 
Ten performance management system and the GovMetric customer 
satisfaction system. 

5.30 Auditing Facilities  
 
5.30.1 The facility to log who has done what on each component of the framework. 

This is a corporate audit log detailing who has viewed or update information. 
The Council has no system to enable this. 

5.31 Back Office Systems  
 
5.31.1 Systems dedicated to processing tasks essential to the delivery of service and 

to the running of the organisation. The Council has many back office systems 
including Revenues & Benefits, Housing, Development Control, Building 
Control, Environmental health etc. 

5.32 Intranet Content Management  
 
5.32.1 Facility to manage and make available internal information, typically 

consisting of corporate documents and knowledge. The Council’s current 
facilities are inadequate and it is intended to replace them with Microsoft 
Sharepoint. 

5.33 People Gazetteer  
 
5.33.1 A single reference point and master data for customers, for example customer 

name, reference numbers from CRM, Revs & Bens, partner systems etc. This 
is required to enable integration and data sharing between systems by making 
it possible to know how to find a customer’s data in all systems. The Council 
currently has no facility for this. 

5.34 Property Gazetteer  
 
5.34.1 Single reference point and master data for property, for example Local Land 

and Property Gazetteer. This is required to allow property data to be shared 
between systems. The Council currently utilises the CAPS Uniform Gazetteer 
Management System. 



Melton Borough Council ICT Strategy © 

Page 22 
 

5.35 Business Gazetteer  
 
5.35.1 A single reference point and master data for businesses, for example 

reference numbers from finance, sundry debtors, NNDR, partner systems. 
This is required to enable integration and data sharing between systems by 
making it possible to know how to find a business’s data in all systems. The 
Council currently has no facility for this. 

5.36 Information Sharing Protocols  
 
5.36.1 These are procedures that define how data may be shared between 

organisations. These are necessary to ensure that personal and sensitive 
data is dealt with in a manner that complies with the Data Protection Act and 
Freedom of Information Act.  

5.37 Data Standards  
 
5.37.1 These are standards defined to make information usable. They are standards 

to enforce data quality and for the passing of information between systems. 
They are definitions of the appropriate format for collecting names and 
addresses and recognised standards such as the GovTalk XML schemas. 
The Council has not defined any standards to date. 

5.38 Resilient Technology  
 
5.38.1 An ICT infrastructure that is designed in such a way as to minimise downtime. 

This may comprise failover servers, virtualisation, servers with redundant 
power supplies and mirrored disks. The Council has invested in resilient 
technology where it has been cost effective to do so. 

5.39 Change Resource  
 
5.39.1 Resource capacity to manage change within an organisation, comprising of 

change consultants, business analysts, project managers, programmers etc. 
The Council has created a change team to provide resource. 
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6 INFORMATION 

6.1 Information Management Objectives  
 
6.1.1 The Council recognises the current trend within forward thinking organisations 

to treat information as a key shared asset in the same way as finance or 
property. 

 
6.1.2 The objective is to deliver accurate, relevant, timely and consistent 

information to those who need it, and who have authorisation to access it and 
to do this using cost effective means. 

 
6.1.3 All Council information will be catalogued and cross referenced to enable 

easy access. 
 
6.1.4 The Council will be truly customer focused and only collect and maintain 

information to support its objectives. 
 
6.1.5 Information will be held in a manner in which it is most readily accessible 

having due consideration for prevailing technologies and financial resources. 

6.2 Information Management Principles  
 
6.2.1 Information is a corporate asset. The overriding approach is that subject to 

permissions, information is accessible and is shared across the organization 
between those people who have a right of access. 

 
6.2.2 All information will have a nominated owner. 
 
6.2.3 Wherever possible information will be held on electronic systems. 
 
6.2.4 Information will be captured once as close to the source as possible, and 

shared as many times as needed. 
 
6.2.5 Information will be accurate and kept up to date. 
 
6.2.6 Information will be readily accessible to those who need it for operational 

reasons. 
 
6.2.7 Information will be reviewed periodically in conjunction with the Council’s 

Record Retention Policy, and retained, archived, and removed as appropriate. 
 
6.2.8 Information will be managed in a secure fashion, as detailed in the Council’s 

Information Security Policy. 
 
6.2.9 The electronic transmission of information will be promoted where there is an 

organizational benefit in doing so, to improve the consistency of information 
and efficiency of transmission. 

 
6.2.10 Information will be stored in a fashion that allows it to be shared by all 

services within the Council. 
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6.3 Records Management  
 
6.3.1 A record is evidence of an activity or decision and provides a mechanism for 

accountability. Records sit alongside other documents and are of equal 
importance for managing services. 

 
6.3.2 Records will be retained in accordance with the Council’s record retention 

policy. 
 
6.3.3 It is a target that all newly created public records will be electronically stored 

and retrieved. In order to meet this target the Council will introduce an 
Electronic Records Management System. 

 
6.3.4 An Electronic Records Management system is similar to a document 

management system. Document management systems have the facility to 
store and retrieve scanned documents. An Electronic Records Management 
system has additional features, such as secure storage and management to 
ensure accountability including support for legal and regulatory requirements 
and the ability to store complex documents such as e-mails. 

6.4 Data Protection  
 
6.4.1 All organisations operating within the UK and processing data on identifiable 

living individuals are required to conform with the Data Protection Act 1998. 
 
6.4.2 Information of a personal nature, both electronic and personal records are to 

be registered under the Data Protection Act 1998 and used only in 
accordance with the provisions of the act. 

 
6.4.3 The Council will comply with its obligations under the Act. In particular it will: 

·  maintain its registration with the Information Commissioner:- 
·  maintain a Data Protection Officer; 
·  assess all information held on living persons to ensure an adequate level 

of security is provided and other requirements of the Act are complied with. 
 
6.4.4 All personal information stored in information systems, adhoc databases, 

excel spreadsheets, word documents, or paper files should be notified to the 
Council’s Data Protection Officer and used only in accordance with the 
Council’s Data Protection Policies. 
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6.4.5 All data users within the Council will comply with the rules on dealing with 
personal information. These are contained within the eight data protection 
principles:- 
·  information must be processed fairly and lawfully; 
·  personal data shall be obtained only for one or more specified purposes; 
·  personal data shall be adequate, relevant and not excessive; 
·  personal data shall be accurate and kept up to date; 
·  personal data shall not be kept for longer than is necessary; 
·  personal data shall be processed in accordance with the rights of the data 

subjects; 
·  personal data must be held securely to prevent unlawful access or loss or 

damage; 
·  personal data must not be transferred outside the European Economic 

Area unless there is an adequate level of security. 
 
6.4.6 The Council will develop and maintain relevant management processes to 

ensure that the accuracy and relevance of the information held on data 
subjects is reviewed at regular intervals. 

6.5 Freedom of Information  
 
6.5.1 The Council is committed to the principles of Freedom of Information and will 

maintain an up to date publication scheme. 
 
6.5.2 The Council will make as much of its information publicly available as 

possible, having due regard to the Data Protection Act, confidentiality, 
prevailing technologies and financial resources. 

6.6 Publishing Information  
 
6.6.1 Access to services and information will be provided by a number of channels. 

The Customer Services Centre will provide assisted access, face to face, over 
the telephone and via e-mail enquiries from the website. Unassisted access 
will be provided by the Council’s website and Community Portal. Information 
will also be made available in printed form. 

 
6.6.2 Services are responsible for the information about the services that they 

provide. They are responsible for reviewing it on a regular basis, maintaining 
it, and ensuring that it is accurate and up to date. 

6.7 Websites  
 
6.7.1 The Council’s website will conform to the Guidelines for UK Government 

websites. 
 
6.7.2 The Council will strive to make its website accessible. 
 
6.7.3 The Council’s website and Community Portal will conform to level AA of the 

W3C Web Accessibility Initiative (WAI). 
 
6.7.4 The Council has implemented the Browsealoud system which reads web 

pages for people who find it difficult to read web pages. 
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6.7.5 All information on the Council’s website will be classified using the 
Government Metadata Standard (e-GMS). 

 
6.7.6 The Council will implement translation tools on its website to support local 

groups as they become available. 
 
6.7.7 The Council’s web site will contain information about Council services and 

policies. Whereas the community Portal will contain information about the 
local community 

 
6.7.8 Service information will be managed using the content management facilities. 

6.8 Information Exchange  
 
6.8.1 XML (Extensible Markup Language) is the Council’s preferred choice for 

exchanging information with its partners and between backup office systems. 
 
6.8.2 The Council will utilise web services and middleware to automate the 

exchange of information between systems. 
 
6.8.3 The Council will make use of agreed XML schema’s for the communication of 

information. In particular the GovTalk schema’s  

6.9 Master Data Management  
 
6.9.1 Master Data is that persistent, non-transactional data that defines an 

oraganisational entity for which there is, or should be, an agreed upon view 
across the organisation. This key organasitional information may include 
data about customers, businesses, properties, and, employees. 

 
6.9.2 Master data management (MDM) is required to enable consistent 

computing between diverse system architectures and business functions. 
 

6.9.3 Critical to the performance of Customer Services is the ability reference all 
customer data from a single point. 
 

6.9.4 There are benefits for rationalisation and proper management of person data: 
·  Customers will be known by only one name 
·  Customer details will be consistent and accurate across all the Council’s 

systems 
·  The ability to trace information pertinent to one person or organisation will 

be improved 
·  The ability to handle customer transactions for different Services from one 

point will be enabled 
 
6.9.5 The Council will develop a single definitive source for person-based data. 
 
6.9.6 The same principles apply to businesses and the Council will implement a 

single business account. 
 
6.9.7 A single reference source of property data has been developed. This is 

contained within the Council’s Local Land and Property Gazetteer. 
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6.10 Knowledge Management  
 
6.10.1 Knowledge Management comprises a range of practices used by 

organisations to identify, create, represent, and distribute knowledge for 
reuse, awareness and learning. 

 
6.10.2 In the past, the skills and experiences of employees have traditionally been 

passed down through informal processes but as organisational models have 
become more complex and the rate of change has accelerated, knowledge 
management has become more important. 

 
6.10.3 Staff will be encouraged to make their knowledge explicit and to share that 

knowledge with others, through mentoring programmes, lessons learned 
reports, discussion forums. 

 
6.10.4 Services will ensure that knowledge is documented as part of their working 

processes. Important organisational procedures will be documented. Services 
will also be encouraged to document frequently asked questions. 

 
6.10.5 It is envisaged that the Council’s Intranet Portal will become the centre of its 

knowledge management activity. Its objective is to provide the appropriate 
information to those who need at the right time. 

6.11 Intranet and Collaboration  
 
6.11.1 Today's knowledge workers must sift through an ever-increasing amount of 

information that can be located anywhere in the world and in any format. To 
use information effectively, the knowledge worker must know that the 
information exists and must also know where to find it. 

 
6.11.2 The Council will implement a system designed to manage information and 

allow collaborative working. The system will allow users to publish information, 
review information relevant to them and search for useful corporate 
information. 

 

6.12 Customer Insight  
 
6.12.1 Customer insight is a uniquely qualified understanding of consumer behaviour 

that has the potential to drive mutual benefit. It is the bedrock of any 
customer-facing organisation. 

 
6.12.2 Using its data in conjunction with other data sets from the Council’s partners 

and commercial data sets from commercial organisations such as Mosaic 
from Experian, the Council intends to understand its customers behaviour and 
predict which services they need and require. 

 
6.12.3 This will lead to improved levels of customer satisfaction and allow early 

intervention to solve problems that would require expensive reactive services 
if tackled at a later time. 
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6.12.4 The Council will implement business intelligence systems to support its 
customer insight activities. This will consist of a data warehouse containing 
relevant data sets and appropriate analytical tools. 

 
6.12.5 Business intelligence systems can help organisations develop consistent and 

data-based decisions, producing better results than basing decisions on 
guesswork.  

 
6.12.6 When a business intelligence system is well-designed and properly integrated 

into an organisation’s processes and decision-making process, it may be able 
to improve an organisation's performance.  

 
6.12.7 Having access to timely and accurate information is an important resource for 

an organisation, which can expedite decision-making and improve customers' 
experience ensuring that the customer gets access to the right services at the 
right time to make a difference to their lives. 

 
6.12.8 To get access to all the information it requires to make decisions the Council 

may need access to information held by other organisations. The Council will 
develop and sign up to Information Sharing Protocols to allow relevant 
information to be shared between partner organisations. 

 
6.12.9 The Leicestershire Information Management Advisory Group has defined 

processes to disseminate information across partnership groups and to 
facilitate partnership work. Their business intelligence model is shown below. 
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Operational Analysis 
Combined qualitative and 

quantitative analysis of 
intelligence, and impact on 

operations 

 

Strategic Evaluation 
(LAA, 

Neighbourhood 
Management) Best practice, new 

and emerging 
issues and 
research 

Shared 
Intelligence 

Shared 
Intelligence 

Shared 
Intelligence 

 

Change 

Strategic direction on 
change based on analysis 

and research 

Anonymised intelligence 
from casework 

Analysis of transactions 
e.g. CRM, benefits, Pls etc 

STANDARDS 

Underpin sharing of 
intelligence and analysis of 
information – input from 
national requirements 

Change 

Transactions Case Work 
(Common Assessment 

Framework) 

Consultation /engagement 
+ new & emerging issues 

Business Intelligence Model 
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6.13 Geographical Information  
 
6.13.1 The Council recognises the value of geographical information. The Council 

will attempt to make available as much of its data as possible in a 
geographical format, having regard to current technological capabilities and 
financial resources. 

 
6.13.2 All property data and related information will be geocoded and made available 

via the Council’s GIS system. 

6.14 National Land & Property Gazetteer  
 
6.14.1 The National Land & Property Gazetteer (NLPG) is a national database of 

every property in the country. The NLPG will be the main property reference 
system for all utility companies and government agencies. 

 
6.14.2 The Council has developed a Local Land & Property Gazetteer (LLPG) of all 

the properties within the Borough. The Local Land & Property Gazetteer is 
linked to the National Land & Property Gazetteer (NLPG). 

 
6.14.3 The LLPG consists of a BS7666 property database, providing a geocoded 

position and official address for every property within the Borough. 
 
6.14.4 The LLPG contains a cross reference to every property in all the Council’s 

major systems, which will enable all the information about any property to be 
readily accessed. 

6.15 National Land Information Service  
 
6.15.1 The National Land Information Service (NLIS) provides a means for land 

charges searches to be conducted electronically. 
 
6.15.2 The Council currently connects to the NLIS hub by the web (Level 2). The 

Council is implementing a fully automated interface (Level 3). 
 
6.15.3 To gain maximum benefit from the NLIS service it will be necessary for the 

Council to capture all of its Land Charge Register electronically. 

6.16 Email  
 
6.16.1 The Council makes significant use of email as a communications medium. 

There may be many generators and recipients of an email and multiple copies 
may be held within the organisation. 

 
6.16.2 The Council will develop a corporate policy providing guidance on the storage, 

archiving and retention of emails. 
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6.17 Information Management Systems  
 
6.17.1 Customer transaction information is managed using the Council’s CRM 

system. 
 
6.17.2 The Council is committed to the concept of Electronic Records Management. 

The OpenText R/VYV Electronic Records Management system has been 
acquired to provide records management, document management and 
knowledge management. 

 
6.17.3 The Council has acquired the CAPS Gazetteer Management System to 

manage its Local Land & Property Gazetteer. 
 
6.17.4 The CAPS Uniform system will also be used to provide the automated link to 

the National Land Information Service hub. 
 
6.17.5 Website information is managed using a content management system. 
 
6.17.6 The Council’s Intranet information will be managed using Microsoft Sharepoint 

Portal server. 

6.18 Information Management Policies  
 
6.18.1 The Council has an up to date Data Protection Policy. 
 
6.18.2 A Freedom of Information Publication Scheme has been produced. 
 
6.18.3 The Council has adopted the “Records Management Society of Great Britain 

Retention Guideline for Local Authorities”, as it record retention scheme. 
 
6.18.4 The Council has adopted the Local Government Classification Scheme for 

classifying its documents. 
 
6.18.5 The IPSV (Integrated Public Services Vocabulary) will be used as the meta 

data classification for subject category on the Council’s website. 
 



Melton Borough Council ICT Strategy © 

Page 33 
 

7 TELECOMMUNICATIONS 

7.1 Telephone Exchange  
 
7.1.1 The Council will maintain an efficient telephone exchange to provide 

telephone communications. The telephone exchange will provide direct 
dialling, least cost routing and voice mail facilities. 

 
7.1.2 The telephone exchange will provide call centre facilities to the Council’s 

customer service centre. 
 
7.1.3 The existing telephone exchange will be replaced with a Voice over IP system 

in 2008. 

7.2 Mobile Phones  
 
7.2.1 Mobile phones will be provided to all members of staff who require them to 

fulfil the duties of their post. 
 
7.2.2 Mobile phones will be purchased from the Council’s central procurement 

contract. 
 
7.2.3 Mobile phones will operate on the Council’s preferred networks. 
 
7.2.4 Users who require access to PDA facilities and a mobile phone will be 

provided with a mart phone running the latest release of Windows Mobile. 

7.3 Network  
 
7.3.1 All computer traffic data traffic will use the TCP/IP network protocol.  
 
7.3.2 The Council will utilise the IP version 4 addressing scheme, Adoption of the IP 

version 6 addressing scheme will be considered at an appropriate time. 
 
7.3.3 The Council is committed to the efficient operation of its network and will 

regularly monitor the network to ensure that optimum operational efficiency 
and security of data is maintained. 

 
7.3.4 The Council has standardised on Cisco switches and routers and these have 

been configured to provide a resilient network. 
 
7.3.4 Network security will conform to the Council’s Information Security Policy. The 

network will be zoned and VLAN’s will be implemented to improve network 
security and reduce network traffic. 

7.4 Cabling  
 
7.4.1 The Council’s structured cabling system will be used to carry voice and data 

traffic. 
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7.4.2 The Council has standardised on a Category 5 Krone PremisNET cabling 
system. To maintain compatibility and prevent the Council’s 15 year warranty 
being affected, all additions or alterations to the structured cabling system will 
use the Krone PremisNET cabling system. 

 
7.4.3 All new cabling installations will conform to the Category 6 cabling standard. 

7.5 WAN 
 
7.5.1 The Council will install Wide Area Network connections to its remote offices 

and partners sites where there is business case to do so. 
 
7.5.2 For high speed connections the preferred method of connection will be by 

MPLS IP VPN (Multi Protocol Label Switching Internet Protocol Virtual Private 
Network). 

 
7.5.3 A number of wide area network connections to remote offices are currently in 

use. These are using EPS 8 circuits with SDSL modems. 
 
7.5.4 A number of wide area network connections to the Councils IT suppliers are 

in place to allow support to be provided. These are virtual private networks 
utilising IPSEC tunnels or SSL VPN. 

 
7.5.5 An APN is in place between the Council and Vodafone the Council’s mobile 

network provider to support mobile working. 
 
7.5.6 Low speed connections will be made via the Council’s Internet connection and 

the Council’s VPN software. 

7.6 E-mail  
 
7.6.1 E-mail facilities will be made available to all users. 
 
7.6.2 All Councillors will be encouraged to use a Melton Council e-mail address to 

communicate with the public. 
 
7.6.3 E-mail facilities will be provided by the Council’s Microsoft Exchange system. 

7.7 Internet Access  
 
7.7.1 The Council will maintain an efficient connection to the Internet. This will have 

sufficient bandwidth to support public web servers operating in the Council’s 
DMZ. 

 
7.7.2 Access to the Internet will be given to all users who require access to fulfil the 

duties of their post. 
 
7.7.3 Access will be provided by the means of a content checking proxy server and 

firewall. 
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7.8 Mobile Working  
 
7.8.1 The Council has invested in the Kirona Motile solution to provide officers with 

access to the Council’s Northgate Housing and Revenues & Benefits 
systems. 

 
7.8.2 Officers equipped with tablets or smart phones and connected to the 

Vodafone GPRS network can deliver Council services in the customer’s home 
or office. 

 
7.8.3 Mobile working solutions will also be implemented to provide access to the 

Council’s Environmental Health, and Building Control systems. 

7.9 Remote Access & Home Working  
 
7.9.1 The Council has remote access facilities available via the use of SSL VPN 

and thin client technologies. 
 
7.9.2 Remote access facilities have been made available to enable home working 

and to allow staff to access the Council’s computer systems remotely. All of 
the Council’s major systems are available. 

7.10 Laptops/PDA’s  
 
7.10.1 Laptops will be provided to key members of staff to enable them to work 

whilst away from the office. 
 
7.10.2 When a laptop is provided to a member of staff, a docking station will also be 

provided to allow them to work in the Council Offices. Members of staff 
without laptops will be provided with access to a bookable pool of laptops for 
occasional home working purposes. 

 
7.10.3 Mobile technology consisting of tablets and smart phones will be made 

available to officers who need to collect information whilst out of the office. 
Mobile technology will be provided where it is more efficient to collect the 
information electronically and where systems exist to support the collection of 
the information. 

 
7.10.4 PDA’s or smart phones will be available to key members of staff who have a 

requirement to make their diaries available electronically. 

7.11 Wireless  
 
7.11.1 Wireless technology will be installed within the Council offices to allow users 

with laptops, tablets, PDA’s, smart phones and other wireless equipment 
access to the Council’s network without the need to be in their normal working 
area. This will increase flexibility of working and reduce the reliance upon 
paper. 

 
7.11.2 All wireless access points will be securely configured, utilising to the full all 

security measures currently available. At a minimum they will use encryption 
and be firewalled. 
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7.12 Telecommunications Infrastructure  
 
7.12.1 The Council’s telephone requirements are provided by an Avaya Index 400 

telephone exchange. This telephone exchange provides direct dial and voice 
mail facilities to all the Council’s office based staff and call centre technology 
to the Council’s Customer Service staff. A Voice over IP system will be 
installed in 2008. 

 
7.12.2 The Council Offices are fully networked with the Krone PremisNET Category 

5 structured cabling system. This enables all parts of the building to access 
data held on the corporate file-servers, subject to the normal security controls 
for individual staff. 

 
7.12.3 Secure wireless access points will be installed to allow laptops, tablets, PDA’s 

and smart phones to be operated anywhere within the Council offices. 
 
7.12.4 Access to the Internet is currently provided by a 2Mbit/s broadband ADSL 

connection. This will be upgraded to a 2Mbits/s leased line to support the web 
servers required to deliver transactions and information to the customer. 

 
7.12.5 The Council provides remote access via an SSL VPN and mobile working via 

the Kirona motile system. 



Melton Borough Council ICT Strategy © 

Page 37 
 

8 SYSTEMS & TECHNOLOGY 

8.1 Hardware  
 
8.1.1 The Council is committed to maintaining optimum operational efficiency for all 

hardware installations. It is recognised that over time there will be a need to 
replace or upgrade existing hardware. The performance of existing hardware 
will be regularly monitored. New acquisitions of hardware will be compatible 
with existing operations. 

 
8.1.2 ICT Services are deemed to own all of the IT and telephony equipment within 

the Council. ICT Services are responsible for maintaining the equipment 
during its life and replacing it at the end of its useful life. End-user services will 
pay an annual fee to cover maintenance and replacement of the equipment. 

 
8.1.3 The Council will ensure that all equipment is installed and used in accordance 

with the appropriate codes of practice, Health and Safety at Work Act 1974, 
Health and Safety (Display Screen Equipment) Regulations 1992, 
Electromagnetic Compatibility Regulations 1992, Institution of Electrical 
Engineers’ Wiring Regulations, Commercial Building Wiring Standard EIA/TIA 
568, European Data Cabling Standards EN 50173, International Cabling 
Standards ISO / IEC 11801, Data Protection Act 1998 and ISO-17799 "A 
Code of Practice for Information Security Management”. 

8.2 PC’s  
 
8.2.1 PC’s with associated Windows operating system and Microsoft Office 

package will be replaced approximately every 3-4 years on a rolling 
replacement programme. It is the intention to move to a 3 year replacement 
cycle over time. End-users will be assigned the equipment deemed necessary 
for their job. Any disputes about the suitability of equipment will be considered 
by the Council’s Management Team. 

 
8.2.2 The Council will purchase PC’s which provide the best value for money, 

taking into account an expected life of 3-4 years, maintenance costs during 
this period and the specific software requirements of the user. It may not be 
possible to upgrade the processors in PC’s at a later date and therefore the 
PC’s purchased will be sufficiently powerful to provide adequate performance 
over their lifetime. The method of financing purchases of PC’s will be regularly 
reviewed to ensure that this strategy may be practically applied. 

 
8.2.3 PC’s with dual monitors will be provided where frequent use is made of 

multiple applications. Dual monitor PC’s will be provided in Customer Services 
to allow use of the Council’s CRM system, knowledge management and back 
office systems simultaneously. Dual monitor PC’s will also be provided where 
frequent use is made of document management systems. 

 
8.2.4 The use of thin-client devices instead of PC’s will be considered if becomes 

cost effective to do so. 
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8.3 Servers  
 
8.3.1 The Council will purchase servers which provide the best value for money, 

taking into account an expected life of 3-4 years. 
 
8.3.2 The Council’s servers will be replaced on an ongoing rolling replacement 

programme, with approximately a quarter of the servers being replaced every 
year. 

 
8.3.3 Windows and Linux operating systems will be provided on servers with 

Intel/AMD processors. Unix operating systems will be provided on Sun 
servers with UltraSparc processors. 

 
8.3.4 The options for providing server processing power will be kept under review. 

The current preferred option is to procure rack mountable servers, with 
multiple applications running on the same operating system. 

 
8.3.5 Blade servers will be considered in place of rack mount servers if space 

becomes an issue. They are a cost effective solution in this circumstance. 
Blade servers will not be used for Virtualisation solutions such as VMWare 
due to their lack of network ports. Blade servers will not be used in place of 
rack mount servers in normal circumstances. 

 
8.3.6 The Council will consider implementing virtualisation using VMWare or similar 

solutions, if the necessary infrastructure of fibre optic SAN and large multi-
processor servers becomes cost effective. 

 
8.3.7 Large enterprise high load systems such as SQLServer, Microsoft Exchange, 

and Oracle will not be considered for virtualisation and will run on their own 
dedicated servers. 

8.4 Storage  
 
8.4.1 The Council will make use of direct attached storage, storage arrays and 

SAN’s (Storage Area Network) as appropriate. The Council will not use NAS 
(Network attached storage). 

 
8.4.2 Application servers, such as firewalls, webservers, where storage 

requirements are limited will utilise direct attached storage with mirrored SCSI 
or SAS drives. 

 
8.4.3 Servers with large amounts of infrequently accessed data, such as file and 

print servers and electronic document management servers will utilise the 
Council’s iSCSI SAN for the storage of their data. 

 
8.4.4 Database servers which require high speed disk access will utilise a 

combination of direct attached storage and external storage arrays with high 
speed SAS drives. 

 
8.4.5 The Council will maintain sufficient tape drives to allow all of the Council’s 

data to be backed in full every day. The standard format for tape drives will be 
LTO. 
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8.4.6 The Council will utilise DVD/RW for archiving of data and for making 

additional copies of important data in another format. 

8.5 Disposal of Obsolete Equipment  
 
8.5.1 Any equipment which becomes ineffective or obsolete will be disposed of in 

an environmentally friendly way, having due regard to all applicable 
environmental legislation. 

 
8.5.2 The preferred method of disposal will be to a Computer Charity who recycles 

any usable equipment for reuse and dispose of the rest in an environmentally 
friendly way. 

 
8.5.3 All data will be erased from systems prior to disposal. Disks will be erased 

utilising permanent deletion software, or smashed where this is not possible. 

8.6 Printing  
  
8.6.1 The Council will not provide a major printing facility in-house. A central print 

function will be retained for bulk production of computer generated output. 
 
8.6.2 Printing will be decentralised to end users using shared high speed network 

laser printers in large offices. In smaller offices where it is inappropriate to 
share printers small laser printers will be provided. 

 
8.6.3 Networked laser printers will support double sided printing to reduce the 

amount of paper used 
 
8.6.4 Colour printers will be made available as required. All major office areas will 

have access to colour printing facilities for small scale production of output. 
 
8.6.5 Printing technology will be kept under regular review to ensure that the 

business objectives of the Council are fully addressed 
 
8.6.6 Where business usage warrants it, consideration will be given to using dual 

purpose digital copiers. 

8.7 Corporate Systems  
 
8.7.1 The Council does not consider it practical or desirable for services to run their 

own systems when corporate systems are already available. The Council’s 
Management Team will allow services to make representations with regard to 
their requirements from corporate systems. 

 
8.7.2 End users will be involved in the selection process during the acquisition of 

new corporate systems. 

8.8 Standardisation  
 
8.8.1 The Council is committed to the principle of standardisation of end user 

facilities in order to maximise internal expertise and experience. 
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8.8.2 From time to time the appropriateness of standard products will be reviewed. 

8.9 Open Systems, Open Source & Integration  
 
8.9.1 The Council is committed to the concept of open systems, which allows for 

software development and implementation to be independent of any hardware 
considerations and therefore ensures best value for money and total 
integration of software products. 

 
8.9.2 The Council will consider adopting open source software where appropriate. 

At present a large number of the Council’s back office systems will only run on 
a Microsoft desktop. Therefore, the adoption of open source on the desktop 
can not be considered in the short term. 

 
8.9.3 The Council is committed to the principal of integrating its systems and 

sharing data between them. The Council not to run large numbers of point 
solutions and will seek to replace existing stand alone software packages with 
systems that can be integrated with the Council’s enterprise architecture. 

8.10 European Monetary Union  
 
8.10.1 A number of the Council’s financial systems are Euro compliant. 
 
8.10.2 Where the costs are not prohibitive, the Council will purchase new or 

replacement systems that are Euro compliant. 

8.11 e-Government Interoperability Framework  
 
8.11.1 The council is committed to acquiring new systems which comply with the e-

Government Interoperability Framework and upgrading existing systems to 
comply with the standard. 

 
8.11.2 Existing systems are gradually being upgraded to provide a browser interface 

and any new requirements for data integration are being met by XML. 

8.12 e-Procurement  
 
8.12.1 The Council is committed to the principles of e-Procurement and is current 

implementing the Oracle e-Business Suite I-Procurement module. 
 
8.12.2 The e-Procurement solution will operate in conjunction with the I&DeA 

electronic marketplace and this will ensure that goods and services are 
purchased from the Council’s procurement contracts. 

8.13 Operating Systems  
 
8.13.1 Wherever possible systems should operate using a common graphical user 

interface. At present this is Windows 2000 and Windows XP. The Council has 
entered into an enterprise licence agreement with Microsoft. As a 
consequence of this, it is intended to run all PC’s on the same versions of 
Microsoft operating system. 
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8.13.2 All file and print servers will run on the current version of Microsoft Windows. 
The Council has standardised on Microsoft Active Directory for authenticating 
users for network and file server access. 

 
8.13.3 Application servers will use Windows 2003, Solaris or Linux. Authentication to 

systems running on these servers will integrate with Active Directory. 
 
8.14 Database Systems  
 
8.14.1 The Council will use a standard database management system. This is the 

Oracle relational database management system. The preferred server 
operating system for Oracle is Solaris or Linux. 

 
8.14.2 Application systems should run on the Oracle database. Where it is not 

possible to obtain suitable systems that run on Oracle, the SQL Server 
database should be used. 

 
8.14.3 Subject to available resources and work priorities, development work may be 

carried out in-house on database systems. 

8.15 Word Processing  
 
8.15.1 The Council will use a standard word-processing package, this is currently 

Microsoft Word.  
 
8.15.2 The transition to new versions of the software will be phased. The Council has 

entered into an enterprise licence agreement with Microsoft. As a 
consequence of this, it is intended to run all PC’s on the same versions of 
Microsoft Office. An appropriate training programme will be agreed by the 
Management Team for all staff affected by the change. 

8.16 Spreadsheets  
 
8.16.1 The Council will use a standard spreadsheet package, this is currently 

Microsoft Excel.  
 
8.16.2 The transition to new versions of the software will be phased. The Council has 

entered into an enterprise licence agreement with Microsoft. As a 
consequence of this, it is intended to run all PC’s on the same versions of 
Microsoft Office. An appropriate training programme will be agreed by the 
Management Team for all staff affected by the change. 

8.17 Desk Top Publishing  
 
8.17.1 Basic desk top publishing requirements will be met by making use of the 

features within Microsoft Office. 
 
8.17.2 Full desk top publishing will made available by utilising Quark Express for 

those users who to produce art work for external printers. 
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8.18 Graphics  
 
8.18.1 Basic graphics requirements will be met by making use of the features within 

Microsoft Office. 
 
8.18.2 The requirement to produce website graphics will be met by utilising Adobe 

Fireworks. 

8.19 Programming Languages  
 
8.19.1 The Council will utilise Visual Studio C# .Net for the development of 

applications on Windows. For Unix applications the Council will utilise C or 
Java. 

8.20 G.I.S Systems  
 
8.20.1 Access to electronic mapping of data will be made available to users in a 

number of forms. 
 
8.20.2 All users and members of the public will be provided with web based access 

to electronic mapping utilising the ESRI ArcGIS server. 
 
8.20.3 Electronic mapping is also provided to users as part of the CAPS Uniform 

system. 
 
8.20.4 Where it is necessary to edit and amended GIS layers users will be provided 

with access to ArcView or ArcEditor. 

8.21 Reporting Tools  
 
8.21.1 The Council currently utilises a number of tools for designing and running 

reports against its information systems. These are Business Objects with 
Northgate Housing, MS Access with CAPS Uniform and Oracle Discoverer 
with Oracle e-Business Suite. 

 
8.21.2 The Council intends to move to standardised reporting tools, which will work 

with all information systems and which can be used to provide business 
intelligence in association with a data warehouse techniques. 

8.22 Councillors IT Facilities  
 
8.22.1 Computer workstations will be provided for the Mayor, Leader of the Council, 

and in the Members room. These workstations are provided to give Members 
access to the Council’s Intranet and access to the Internet, subject to the 
Council’s normal security controls. 

 
8.22.2 For those Councillors without a home PC and who require one; the Council 

will provide a starter pack to enable them to receive e-mail at home and to 
access the Internet. 

 
8.22.3 The starter pack will consist of a second hand Council PC with Microsoft 

Office, anti-virus software, a printer, and a modem. 
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8.22.4 All equipment provided to Councillors will remain the property of the Council 

and will be returned to the Council at the end of a Members period in office. 
Councillors are responsible for insuring any equipment provided, paying their 
own telephone bills and providing their own consumables. 

 
8.23 Hardware Infrastructure  
 
8.23.1 The Council’s major systems reside on the Council’s Sun Solaris servers. The 

Council’s other applications reside on application servers running the 
Windows server operating system. 

 
8.23.2 The Sun servers run the Council’s Oracle based systems. The Windows 

servers are used for file storage, and for the Council’s Payroll system, Cash 
Receipting system; CAPS Uniform system, electronic mail, Licensing, and 
Electoral Registration systems. 

 
8.23.3 The Council currently has around 200 PC’s and laptops throughout the 

Council Offices. The PC’s currently run Windows XP or Windows 2000, and 
Microsoft Office. In addition the Council has 33 medium sized laser printers 
located across all departments as well as maintaining 2 fast line printers, 1 
within the computer suite and 1 within Social & Economic Development. 

 
8.23.4 Access is provided to the Internet. Access is controlled by a firewall and all 

content downloaded is scanned with content checking software. 

8.24 Software  
 
8.24.1 The Council has standardised on the Oracle relational database management 

system as the platform for its major application systems.  
 
8.24.2 The Council’s Revenues, Benefits and Housing systems are supplied by 

Northgate. The systems and modules in use are detailed below: 
·  Revenues - Council Tax, Non Domestic Rates; 
·  Benefits - Housing Benefit, Council Tax Benefits; 
·  Housing - Estates, Rent Accounting, Repairs & Maintenance, 

Allocations. 
 
8.24.3 The Council’s financial management is provided by Oracle Financials, which 

is part of the Oracle e-Business Suite. The following modules of Oracle 
Financials are currently in use: 
·  General Ledger; 
·  Payables; 
·  Purchasing; 
·  I-Procurement. 
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8.24.4 The other Oracle based suite of application software used within the Council 
is the CAPS Uniform system. The CAPS Uniform system currently comprises 
of the following modules: 
·  Gazetteer Management System; 
·  Development Control; 
·  Building Control; 
·  Environmental Health; 
·  Land Charges; 
·  Contract Monitoring; 
·  Asset Management; 
·  Anti-Social Behaviour; 
·  Local Development Framework; 
·  Public Access. 
 
Additional modules will be implemented as required. 

 
8.24.5 A number of other application software systems are in use. These include 

systems for Payroll, Cash Receipting, Sundry Debtors and Elections/Electoral 
Registration. The Microsoft Office suite is use to provide 'office automation'. A 
list of software utilised within the Council is shown in Appendix C. 

 
8.24.6 Mobile working is provided by using the Kirona Motile system. This system 

integrates with Northgate Housing and Revenues & Benefits systems. 
 
8.24.7 The Council has signed up to the National Land Information Service and has 

submitted and regularly supplies data from its Local Land & Property 
Gazetteer to the National Land & Property Gazetteer. 

 
8.24.8 Customer Relationship management is provided by Software A.G.’s ISF. This 

also provides scripting, and content management. 
 
8.24.9 Electronic Records Management facilities are provided via Opentext R/KYV. 
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9 SECURITY & BUSINESS CONTINUITY 

9.1 IT Security  
 
9.1.1 The Council will seek to adopt best practice in relation to the security of its 

information systems. It will follow the guidance contained within ISO7799 
"Information Technology - Code of Practice for Information Security 
Management”, and COBIT “Control Objectives for Information and related 
Technology”. 

 
9.1.2 The security of data, applications, servers and the network will conform to the 

Council’s Information Security Policy. 
 
9.1.3 Whilst utilising the Council’s computer facilities users will comply with the IT 

Security User Responsibilities Policy. 
 
9.1.4 Users requiring access to the Internet must sign up to the Internet Acceptable 

Use Policy. 
 
9.1.5 Users requiring access to e-mail must sign up to the E-Mail Acceptable Use 

Policy. 
 
9.1.6 The Head of ICT shall be responsible for the security of the Council’s 

information systems. 

9.2 Ownership of Systems and Security of Data  
 
9.2.1 Each application system and the data held on that system, whether corporate 

or departmental, will remain in the ownership of one service that will then be 
responsible for any associated direct costs. If a system is used corporately, 
other users of the system will be charged for that use. Where information is 
required by the corporate core, a charge will be made direct to corporate 
management. 

 
9.2.2 Each application system will have an “owner” and “systems supervisor”. The 

current list of “owners” is shown in Appendix C. 
 
9.2.3 The "owner" of the software will be responsible for:- 

·  maintenance, and training costs; 
·  ensuring compliance with the Data Protection Act; 
·  ensuring compliance with the Information Security Policy; 
·  the accuracy of the information within the system; 
·  ensuring best use is made of the system; 
·  arranging training for use of the system. 
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9.2.4 The "system supervisor" will be responsible for:- 
·  controlling access to the system; 
·  ensuring the system is secure; 
·  setting up users to access the system; 
·  liaising with ICT Services with regard to upgrades; 
·  liaising with ICT Services to ensure adequate arrangements are made 

for backups; 
·  logging bugs with the software supplier and ensuring that they are 

fixed; 
·  providing information and reports from the system.  

 
9.2.5 ICT Services will be responsible for:- 

·  maintaining security of the network; 
·  proving servers and PC’s adequate for running systems; 
·  installing, upgrading and patching systems; 
·  technical support of systems; 
·  liaising with suppliers around technical issues. 

9.3 Firewall  
 
9.3.1 The Council will maintain a fully patched firewall to protect is network and 

information from threats outside its network. 
 
9.3.2 The firewall will run on a hardened operating system. The preference is for 

software based firewalls rather than appliances as these are currently more 
cost effective. 

 
9.3.3 The preferred choice of firewall is Checkpoint Firewall-1 running on 

SecurePlatform. 

9.4 Email & Internet Content and Monitoring  
 
9.4.1 The Council will put in place systems to secure its email and internet access. 
 
9.4.2 Anti-spam facilities will be put in place to reduce the amount of unwanted 

email received by the Council. 
 
9.4.3 Email content checking and monitoring systems will be utilised to prevent 

viruses and unacceptable content entering or leaving the Council’s network. 
All incoming and outgoing emails will be logged. 

 
9.4.4 Web content checking and monitoring systems will be utilised to prevent 

viruses and unacceptable content entering the Council’s network. All web 
browsing will be logged. 

 
9.4.5 Email and Internet monitoring systems will be capable of reporting user 

activity. Regular reports will be provided to Management Team of email and 
web browsing activity. 
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9.5 Anti-virus  
 
9.5.1 The Council will maintain up to date anti-virus software. Anti-virus software will 

be installed on all PC’s, laptops, and servers. 
 
9.5.2 The latest updates will automatically be downloaded and pushed to client 

machines. 

9.6 Patches  
 
9.6.1 Security patches will be applied to all systems as it is practical to do so. 
 
9.6.2 Windows Server Update Services will be used to download the latest products 

for Microsoft operating systems and applications and automatically deploy 
them. 

9.7 Systems Security  
 
9.7.1 The security available on all systems will be utilised. This will be used to 

prevent unauthorised access to systems, by allocating usernames and 
passwords, using password aging and allocating users to roles with 
appropriate rights to the information contained within systems. 

9.8 Hardware & Software Inventory  
 
9.8.1 An inventory will be kept of all hardware and software in use. The inventory 

will be collated and maintained utilising automatic scanning of PC’s and 
servers. 

 
9.8.2 The inventory will be capable of reporting the current state of hardware assets 

and compliance with software licences. 

9.9 Business Continuity  
 
9.9.1 The Council will seek to adopt best practice in relation to business continuity 

for its information systems. It will follow the guidance within “BS 25999 
Business Continuity Management” and the best practice guidelines developed 
by the Business Continuity Institute. 

9.10 Disaster Recovery  
 
9.10.1 A disaster recovery plan for ICT equipment will be developed and this will be 

tested on an annual basis. 
 
9.10.2 The Council has a contract in place for disaster recovery support with ICM. 

This provides 8 call centre positions and 32 office positions at the ICM East 
Midlands Continuity Centre, Nottingham. The contract also provides 2 Sun 
servers and 5 windows servers, with a 2MB Internet connection. The servers 
can be delivered to an alternative location in a mobile trailer if required. The 
response time is 4 hours and 2 test days are scheduled per year. 
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9.11 Backups  
 
9.11.1 All servers will be backed up on a regular basis. A daily full backup will be 

taken of all servers containing data. The configuration of servers no 
containing data will be backed up monthly. 

 
9.11.2 PC’s will not be backed up. Users should store their files in their personal area 

on the corporate file servers or in their services shared area on the corporate 
file servers. 

 
9.11.3 Important documents such as scanned images, which need to be retained, 

will be archived to DVD as well as being backed up to tape. 

9.12 Resilience  
 
9.12.1 Resilient servers and network equipment will be implemented where it is cost 

effective to do so. 
 
9.12.2 Servers will utilise error correcting memory, raid disk drives, and dual power 

supplies and be protected by uninterruptible power supplies. 
 
9.12.3 Resilient network paths and network load balancing will be implemented 

where possible. 
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10 PERFORMANCE & QUALITY MANAGEMENT 

10.1 Performance  
 
10.1.1 ICT Services will monitor and regularly report on its performance. 
 
10.1.2 ICT Services will monitor the availability of the services that it provides. It will 

monitor:- 
·  network availability; 
·  unix server availability; 
·  file Server availability; 
·  email/Internet availability; 
·  Council website availability. 

 
10.1.3 All requests for service and fault calls will be logged on the ICT Services 

helpdesk. Calls will be classified and performance within agreed service levels 
will be monitored. 

 
10.1.4 ICT Services will agree a programme of development projects for each year. 

The progress in delivering the programme will be regularly reported to and 
monitored by the Making Progress Group. 

 
10.1.5 ICT Services will undertake an annual Customer Satisfaction survey. 

10.2. Quality  
 
10.2.1 To ensure the quality of ICT Services, the Council will seek to adopt best 

practice in this area. 
 
10.2.2 Appropriate practices will be adopted from the Information Technology 

Infrastructure Library. The Information Technology Infrastructure Library (ITIL) 
is a customisable framework of best practices designed to promote quality 
computing services in the information technology sector. As an IT service 
management framework, ITIL provides a systematic approach to the 
provisioning and management of IT services, from inception through design, 
implementation, operation and continual improvement. 

 
10.2.3 The guidelines contained within the National e-Service Delivery Standards for 

ICT Services will be followed. 
 
10.2.4 To ensure the quality of project management, the best practice of the 

PRINCE2 project methodology will be adopted. A PRINCE2 project has the 
following characteristics: 
·  a finite and define lifecycle; 
·  defined and measurable business products; 
·  a corresponding set of activities to achieve the business products; 
·  a defined amount of resources; 
·  and organisation structure, with defined responsibilities, to manage the 

project. 
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10.2.5 The Council will seek to adopt the best practices of programme management 
contained within the Managing Successful Programmes (MSP) framework. 
MSP allows the management and control of all the activities involved in 
managing a programme through providing advice on organisation, processes, 
communication and ways of thinking. Managing Successful Programmes is 
definitive guidance in managing inter-related projects as a co-ordinated 
programme of business change in order to manage risks and benefits more 
effectively. There is a close link between MSP and PRINCE2. MSP helps to 
achieve real business benefits through a formal process of: 
·  benefit identification; 
·  measurement; 
·  management; 
·  realisation. 
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APPENDIX A – ICT GOVERNANCE 
 
 

 
 
 

 

I.C.T. Strategy  
& Policies 

Policy, Finance & Administration Committee 

Making Progress 
Group  

Management 
Team 

Accept & approve ICT Strategy & Policies 
Approve Council’s ICT development plan 
Approve Capital expenditure on ICT equipment 
Approve ICT Services revenue budget 

Corporate strategic direction of ICT 
Evaluate new ICT proposals 
Priority Assessment of ICT projects 
Consider recommendations of Head of ICT 
Review Council’s information requirements 

Head of ICT 

Produces ICT Strategy & Policies 
Produces ICT Development Plan 
Implements ICT Strategy 
Maintains Council’s ICT equipment & software 
Maintains Council’s Information 

Interface between Members & Officers 
Recommend implementation timescales 
Monitor implementation of development plan 
Review & Prioritise new proposals 
Review ICT Strategy & Policies 
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APPENDIX B – I.C.T. STRATEGY & POLICY FRAMEWORK 
 
 
 
 ��� �  To be produced  

�  

��� �  

��� �  

��� �  

I.T. Disaster 
Recovery Plan 

Clear Desk 
Policy 

Corporate 
Objectives  

Information 
Management 
Policy 

Information 
Security 
Policy 

User Responsibilities E-mail Usage 
Internet 
Access 

Data 
Protection 

e-Trust 
Charter 

Records 
Retention Policy 

Freedom of 
Information 

Publication 
Scheme 

Fair Processing 
Policy 

Information 
Sharing Policy 

Data Processor 
Relationship 
Policy 

ICT Services 
Service Plan 

��� �  

��� �  

��� �  

��� �  Current  

��� �  

��� �  
��� �  ��� �  

��� �  

��� �  

��� �  
 

��� �  ��� �  
 

��� �  ��� �  

�  To be updated  

I.C.T. Strategy 

��� �  Development 
Plan 

��� �  
ICT 
Programme 
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APPENDIX C – SOFTWARE IN USE 

Company Software Owner 
Northgate Revenues & Benefits Head of Social & Economic 

Development. 
 Council Tax  
 NNDR  
 Community Charge 

Recovery 
 

 Council Tax Benefit  
 Housing Benefit  
 Verification Framework  
 Housing Head of Social & Economic 

Development 
 Allocations  
 Estates  
 Query View  
 Repairs & Maintenance  
 Rent Accounting  
CAPS Uniform  
 NLPG Database Head of ICT 
 Development Control Head of Regulatory Services 
 Building Control Head of Regulatory Services 
 Environmental Health Head of Regulatory Services 
 Anti-Social Behaviour Head of Social & Economic 

Development 
 Land Charges Assistant Chief Executive 

(Human Resources) 
 NLIS Assistant Chief Executive 

(Human Resources) 
 Local Development 

Framework 
Assistant Chief Executive 
(Policy & Performance) 

 Estates Management Head of Streetscene 
 Contract Monitoring Head of Streetscene 
ESRI G.I.S. / ArcView Head of ICT 
 ArcGIS  
 ArcSDE  
Oracle Oracle Financials Head of Financial Services 
 General Ledger  
 Payables  
 Purchasing  
 I-Procurement  
Software A.G. ISF (CRM) Head of ICT 
 Middleware  
 DIS Box  
 Website  
ROL Solutions Portal Partner Head of ICT 
Kirona Mobile Working Head of ICT 
ndl-metascybe Windows Integration Head of ICT 
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Microsoft Office Head of ICT 
 Project  
 Publisher  
 Windows  
 Visio  
 Windows Server  
 Active Directory  
 Terminal Services  
 Sharepoint  
 SQLServer  
 Exchange  
Strand Electoral Registration Assistant Chief Executive 

(Human Resources) 
 Election Administration  
OpenText R/KYV EDRMS Head of ICT 
Capita Axis Income 

Management 
Head of Financial Services 

 PAYE.net  
Frontier CHRIS 5 HRM & Payroll Head of Financial Services 
Accountis BACSTEL-IP Head of Financial Services 
ACL Sundry Debtors Head of Financial Services 
Gemini Consultants Ltd. Cygnus - Mortgage 

Software 
Head of Financial Services 

TEN Software TEN Chief Executive 
Snap Surveys Snap Chief Executive 
Cetis Accept Assistant Chief Executive 

(Policy & Performance) 
Ipswich Software Workwise Head of Social & Economic 

Development 
Autodesk Ltd. Autocad - CAD software Head of Streetscene 
Survey Design Associates Super Beam – Structural 

Analysis 
Super Heat – Heat 
Calculations 

Head of Regulatory Services 

ODPM HRA Subsidy Claim Head of Financial Services 
Bruel & Kjaer Noise Control Software Head of Regulatory Services 
Technical Indexes Ltd. Technical Index CD 

Software 
Head of Regulatory Services 

Barbour Index Plc Barbour Index Software Various 
CIEH EHCMAIL - Internet mail Head of Regulatory Services 
Ferrett Information 
Systems Ltd 

Renovation Grant 
Entitlement 

Head of Regulatory Services 

HSBC plc Funds Transfer Software Head of Financial Services 
Leicester City Council HECA Head of Regulatory Services 
Chromis Scout Benefits Fraud Head of Social & Economic 

Development 
Public Sector Software Ltd NPFA Playsafe Head of Social & Economic 

Development 
Checkpoint Firewall-1 Head of ICT 
Content Security SurfControl Head of ICT 
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Symantec Virus Scan Head of ICT 
 Backup Exec  
Numara Track-IT Head of ICT 
AEP Networks Netilla SSL VPN Head of ICT 
Croner Publications Ltd. Text Retrieval Software Head of Streetscene 
Paxton Access Net2 Head of Streetscene 
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APPENDIX D - MELTON BOROUGH COUNCIL IT STANDARDS 

Hardware Infrastructure  

D.1 Servers  
Category Make and 

Model 
Support 
Status 

DR 
Recovery 
max 

Preference 

Sparc-IV Sun 
Microsystems  

Supported Silver Encouraged 

Sparc-IIIi Sun 
Microsystems  

Supported Silver Encouraged 

Sparc 

Sparc 
(earlier) 

Sun 
Microsystems  

Unsupported  N/A Forbidden 

Itanium Any Any Unsupported N/A Discouraged 

Enterprise 

Other Any Any Unsupported N/A Forbidden 
First 
Generation  

Dell Unsupported N/A Forbidden Blade 

Second 
Generation 

Dell Supported Bronze Discouraged 

1-2 CPU 
small 
server 

Dell Supported Bronze OK 

2-CPU 
small 
server 

Dell Supported Silver Encouraged 

4-CPU  Dell Supported Bronze OK 

Dense 
Rack 
Mount 

>4-CPU Any Unsupported N/A Discouraged 
1-CPU  Dell Supported Bronze Discouraged 
2-CPU Dell Supported Bronze Discouraged 

Intel/AMD 

Tower 

4-CPU  Dell Supported Bronze Discouraged 
 

D.2 Shared Storage  

Category Make and 
Model 

Support 
Status 

DR 
Recovery 
max 

Preference 

SCSI Dell Supported  OK 
SAS Dell Supported  Encouraged 

Direct 
Attach 

SATA Dell Unsupported  Discouraged 
Appliance Dell Unsupported Grey Forbidden NAS 
Scalable Dell Unsupported Grey Forbidden 
iSCSI EMC Supported Bronze OK 

Disk 

SAN 
Fibre EMC Supported Bronze Encouraged 

Helical 
Scan 

DDS Any Supported  Discouraged 

DLT Any Supported  Discouraged 
LTO2 Supported Bronze OK LTO 
LTO3 Supported Silver Encouraged 

Tape 

Linear 
Tape 

SDLT SDLT Unsupported  Forbidden 
Robotic Any Unsupported  Forbidden Magneto-

Optical 
 

Standalone Any Unsupported  Forbidden 
CD/RW  Any Supported  OK Optical 
DVD/RW  Any Supported  OK 
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D.3 Personal Computers  

Category Make and Model Support Status Preference 
Small Dell Supported OK 
Standard Dell Supported Encouraged 

Windows 

Power User Dell Supported OK 

Desktop 

Other Any Any Unsupported Forbidden 
Attachable 
keyboard 

Motion Supported Encouraged Tablet  

Integral 
keyboard 

Toshiba Supported Discouraged 

Small Dell Supported OK 
Standard Dell Supported Encouraged 

Windows 

Power User Dell Supported OK 

Laptop 

Other Any Any Unsupported Forbidden 
Standard Dell Supported Encouraged 
 HP iPAQ Supported Discouraged 

Vodafone devices Supported Encouraged Mobile Phone 
Enabled Any other Unsupported Discouraged 

Pocket 
PC 

Specialist (e.g. 
GPS enabled) 

Any Pending OK 

Handheld 

Other Any Any Unsupported Discouraged 
Terminal 
Services 

Diskless Any Supported OK 

Citrix Diskless Any Unsupported Forbidden 

Thin 
Client 

Other Any Any Unsupported Forbidden 
 

D.4 Personal Storage  

Category Make and 
Model 

Support 
Status 

Preference 

SCSI Dell Supported Discouraged 
SAS Dell Supported OK 

Disk Direct 
Attach 

SATA Dell Supported Encouraged 
Helical 
Scan 

DDS Any Unsupported Forbidden 

DLT Any Unsupported Forbidden 
LTO2 Unsupported Forbidden LTO 
LTO3 Unsupported Forbidden 

Tape 

Linear 
Tape 

SDLT Any Unsupported Forbidden 
Robotic Any Unsupported Forbidden Magneto-

Optical 
 

Standalone Any Unsupported Forbidden 
CD/RW  Any Supported OK Optical 
DVD/RW  Any Supported OK 
Flash / 
Pen Drive 

 Any Supported OK USB 

Portable  Any Supported OK 
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D.5 Network  

Category Make and 
Model 

Support 
Status 

DR 
Recovery 
Max 

Preference 

Core  Cisco Supported Silver OK 
Scalable Cisco Supported Bronze Discouraged 

Router 
Edge 

Small Cisco Supported Bronze Encouraged 
 Cisco Supported Silver Encouraged 
Layer 3 + 
POE 

Cisco Supported Silver Encouraged 

Layer 3 Cisco Supported Silver Encouraged 

Core 

Layer 2 Cisco Supported Bronze OK 
Soho DLink Supported Grey Discouraged 

Switch 

Edge 
Soho 3Com Unsupported N/A Forbidden 
Fat Access 
Points 

Pending Pending Grey Discouraged Management 

Thin 
Access 
Points 
(LWAP) 

Pending Pending Grey Encouraged 

Authentication  Pending Supported Grey Encouraged 
Roaming  Pending Pending Grey OK 
Bridging  Pending Pending Grey OK 
Access Points  Pending Supported Grey Encouraged 

Wireless 

PC Cards  Pending Pending N/A Discouraged 
Carrier   Any  Unsupported  Discouraged Optical 
LAN 
Extension 

 Any Unsupported  Discouraged 

Checkpoint Supported Bronze Encouraged 
Microsoft ISA 
Server 

Supported Bronze OK 
Perimeter 

Cisco PIX Unsupported  Discouraged 

Firewall 

Core Checkpoint Supported Bronze Encouraged 
Traffic 
Manager 

 Cisco QOS Supported Silver Encouraged 

Layer 3  

Load 
Balancing 

 Native 
Windows 2003 
NLB 

Supported Bronze Encouraged 

Firewall  Checkpoint Supported  Encouraged 
Traffic 
Manager 

 Pending Pending  OK 
Layer 7 

Load 
Balancing 

 Pending Pending  OK 

 

D.6 Network Security Topology  

Network Zone Path Isolation Perimeter Defence 
Separate physical links  Firewall Packet Filtering 
MAC address switching  

Core 

VLAN  
IPSec Tunnel (Perimeter Checkpoint 
Firewall to remote Gateway)  

Firewall Packet Filtering 

SSH (for remote DIS Box access)  
Telnet (Core network use only)  

Access 

SSL3 (for remote VPN access)  
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D.7 Network Zoning Topology  

Asset Function Sub Zones Trust Status 

Wireless Access DHCP services 
Wireless 
Network 

Untrusted Public  

Fixed Access Kiosks and 
Library Public 
services 

Untrusted 

ISP access Untrusted 

Firewall Services  Trusted 

Border Access 

Network load 
balancing 

Untrusted 

Web Tier Untrusted 

Name Services Untrusted 

Proxy Services Untrusted 

VPN Termination 
services 

Untrusted 

Perimeter Access 

Infrastructure 
Services 
(Domain services 
etc) 

Untrusted 

Client Access Internal Access 
Network 

Semi Trusted 

Database 
Services 

Trusted 

Management / 
Operations  

Trusted 

Secure 
Application 
Services 
(application logic 
tier) 

Trusted 

Private 

Internal 

Infrastructure 
Support 

Trusted 



Melton Borough Council ICT Strategy © 

Page 60 
 

Software Infrastructure 

D.8 Operating Platform  

Component Sub Component Version Support 
Status 

Preference 

2003 R2 Supported Encouraged 
2003 Supported Discouraged 

Windows  

2000 Supported Discouraged 
9 Supported OK Solaris 
10 Supported Encouraged 
Red Hat  Unsupported Discouraged 
Ubuntu Supported OK 

Server OS 

Linux  

SUSE Supported OK 
Secure Platform  Checkpoint Supported Encouraged Appliance OS 
IOS  Cisco Supported Encouraged 

Vista Supported Encouraged 
XP Professional 
SP2 

Supported OK 

2000 
Professional 

Supported Discouraged 

NT4 Supported Discouraged 
ME Unsupported Forbidden 

Windows  

98 Unsupported Forbidden 

Client OS 

Mac OS X Unsupported Forbidden 

D.9 Platform Management  

System Support Status Preference 
Microsoft Operations Manager  Supported Encouraged 
Microsoft System Management 
Server 

Supported Encouraged 

Dell OpenManage Supported Encouraged 
Cisco Works Supported Encouraged 

D.10 Network Services  

Service Make and Model Support 
Status 

Preference 

Name Resolution W2K DNS Service Supported Encouraged 
Checkpoint Supported Encouraged L2-L3 Firewall 
Cisco PIX Firewall  Unsupported Discouraged 
Microsoft ISA Server  Unsupported OK 
SurfControl Web Filter Supported OK 
SurfControl E-mail filter Supported OK 

L7 Firewall 

SurfControl Blackspider Supported Encouraged 
L7 Anti Virus Symantec Supported Encouraged 
Intrusion 
Detection 

Internet Security Server 
RealSecure 

Supported Encouraged 

HTTP Proxy Microsoft ISA Server  Unsupported OK 
MS ISA Server  Unsupported OK VPN 
Netilla Supported OK 

VLAN Cisco IOS Supported Encouraged 
L3 Load 
Management 

Windows NLB Supported Encouraged 

L7 Load 
Management 

Pending Pending Pending 

Status Monitoring MOM2005 Unsupported OK 
Network 
Management 

CISCO Works Supported Encouraged 
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D.11 Authentication and Access Security  

Category Make Support 
Status 

Preference 

Infrastructure Pending Pending  Identity 
Metasystem Client Pending Pending  

In House Active Directory  Supported Encouraged 
Government 
Gateway 

Supported OK 
Identity 
Providers External 

Government 
Connect 

No Case No Case 

Directory Active Directory 
(AD) 

Supported Encouraged Authentication 

Directory 
Integration 

LDAP Supported OK 

Data Security NTFS Security Supported Encouraged 
Anti-Virus Symantec Supported Encouraged 

Other Services 

Backup Symantec Backup 
Exec  

Supported Encouraged 

 

D.12 Application Data Storage Services  

Category Make and Model Version Support 
Status 

Preference 

2000 
Standard 
Edition 

Supported Discouraged MS SQL Server  
 

2005 
Standard 
Edition 

Supported OK 

9i Supported OK Oracle 
10g Supported Encouraged 

Software AG 
Tamino 

 Supported OK 

Paradox  Supported Discouraged 
InterBase  Supported Discouraged 
MS Access  Supported Discouraged 
MySQL  Unsupported Discouraged 
Pervasive SQL  Unsupported Discouraged 
Informix   Unsupported Forbidden 

Database 
Server 

CA OpenIngres   Unsupported Forbidden 
Mail Server Microsoft 

Exchange Server  
Standard 
Edition 

Supported Encouraged 

Sharepoint 2003  Supported OK Document 
Management Opentext R/KYV  Supported Encouraged 
Records 
Management 

OpenText R/KYV  Supported Encouraged 

Collaboration Sharepoint Portal 
Server 

 Supported Encouraged 

Application 
Data 
Storage 
Services 

File Services Windows NTFS  Supported Encouraged 
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D.13 Application Data Integration  

Microsoft BizTalk  Pending Pending 
Oracle Fusion  Pending Pending 
Software AG 
Orchestrator 

 Pending Pending 

Codehaus Mule  Supported OK 
Welland .Net  Supported OK 

Middleware Enterprise 
Application 
Integration 

ndl-metascybe  Supported Discouraged 
Web Service  Supported Encouraged 
Biztalk Adapter  Pending Pending 
SOAP  Supported Encouraged 
API  Supported OK 

Synchronous 

Screen driving  Supported Discouraged 
File Drop  Supported OK 

Services 

Asynchronous 
Message Queue  Pending Pending 

 

D.14 Application Logic and Automation  

 
Category Make and Model Support 

Status 
Preference 

Internet Information 
Server  

Supported OK Application 
Server 

Apache Supported Encouraged 
OLAP Pending Pending Pending 

Oracle Reports Supported OK 
MS Access Supported OK 
Business Objects Supported OK 

Reporting 

Oracle Discoverer Supported Encouraged 
Software AG ISF Supported OK 
ROL Portal Partner Supported Discouraged 
SharePoint Portal 
Server 

Unsupported OK 

Content 
Management 

Pending Pending Pending 
Software AG ISF Supported OK 
Oracle Workflow Supported OK 

Human Workflow 

OpenText R/KYV Supported OK 

Application 
Business 
Logic Layer 

Business 
Process 
Management 

Pending Pending Pending 

Portal SharePoint Portal 
Server 

Supported Encouraged 

Software AG ISF  Supported OK Workflow 
Oracle Workflow Supported OK 
Sharepoint Search 
Services 

Supported Encouraged Search 

Open Text R/KYV Supported OK 
Personalisation Pending Pending Pending 

Business Objects Supported OK 
Cognos Unsupported Forbidden 
Crystal Reports Supported Discouraged 

Consolidate 
and Focus 

Business 
Intelligence 

Oracle Business 
Intelligence 

Pending Pending 
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D.15 Application Presentation Layer  

Category Make and Model Support 
Status 

Preference 

Internet 
Information Server  

Supported OK Web Server 

Apache Tomcat  Supported Encouraged 
Microsoft ISA 
Server 

Unsupported OK Publishing 
Server 

Software AG ISF Supported OK 
.NET framework Supported Encouraged 
Java Supported OK 

Application 
Presentation 
Layer 

Desktop 

InfoPath Unsupported Discouraged 

D.16 Desktop Services  

Category Make and Model Version Support 
Status 

Preference 

5.5 Unsupported Discouraged 
6.0 Supported OK 

Microsoft Internet 
Explorer  

7.0 Supported Encouraged 
Mozilla Firefox  Unsupported Discouraged 

Browser 

Any  Unsupported Forbidden 
2000 Supported Discouraged 
2003 Supported Encouraged 

Microsoft Outlook 

2007 Supported OK 
Microsoft Outlook 
Web Access 

2003 Supported Encouraged 

Email Client 

Microsoft Outlook 
Mobile Access 

2003 Supported Encouraged 

Microsoft Visual 
Studio .NET 

2003 Supported Encouraged Development 

Eclipse Java  Supported OK 
2000 Supported Discouraged 
2003 Supported Encouraged 

Office Suite Microsoft Office 

2007 Supported OK 
Adobe Acrobat  Supported Encouraged PDF Authoring 
Any  Unsupported Forbidden 
Adobe Reader  Supported Encouraged PDF Viewing 
Any  Unsupported Forbidden 

Scanning OpenText R/KYV  Supported Encouraged 

Desktop 
Applications 

TIFF Viewing OpenText R/KYV  Supported Encouraged 
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Operational Standards 

D.17 Service Hours  

Hours Description Comments 
08:30 – 17:00 Working day  Calls can be placed after 08:00. Working day assumed to be 8.5 

hours for purpose of SLA 
17:01 – 08:29 Out of hours Out of hours support chargeable 

D.18 Service Levels  

Priority Description Placed By Approval 
Required 

SLA to 
resolve 

1  User Yes 8 hours 
2  User Yes 16 hours 
3  User No 25 hours 
4  User No 45 hours 
5 Change Requests and procurement User Yes 30 working 

days 
P Password reset / VPN account activation User No 1 hour 

D.19 DR Recovery Categories  

Code Description Time to 
Recover 

Point of 
Recovery 

Roll Back 
Window 

Platinum High availability stretched cluster or 
real-time replicated data 

< 1 hour < 1 hour Indefinite  

Gold Warm Standby  1 – 3 hours >= 1 hour 2 weeks back 
Silver Ship to site similar hardware <= 2 days >= 1 day’s 

data loss  
2 weeks back 

Bronze Ship to site dissimilar hardware <= 2 weeks >= 1 day’s 
data loss  

2 weeks back 

Grey Indeterminate >2 weeks >= 1 day’s 
data loss  

Depending on 
tape type, 
unsupported 
tape drive types 
cannot be 
recovered 

Black Unrecoverable N/A N/A N/A 
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D.20 Access Control  

Client        

Type Untrusted 
Semi-

Trusted 
Qualified
-Trusted 

Qualified-
Trusted 

Qualified 
-Trusted Trusted 

Examples 
Internet 
surfer 

External 
Supplier 

Home 
Office 

Wireless 
Laptop User 

Vodafone 
Tablet User 

General 
User Admins 

Patch Management N N N Y Y Y 
Anti-Virus N N N Y Y Y 
Domain 
Membership N Y Y Y Y Y 
Group Policy N Y Y Y Y Y 
Known Location N Y N N Y Y 
Secure Location N N N N Y Y 
       
       
Connectivity       
Connection External External External Wireless Internal Internal 
Encryption N Y Y Y N N 
HTTP Y N Y Y Y Y 
SSL Y Y Y Y Y Y 
IPSec N Y N N N N 
Authentication N Y Y Y Y Y 
DMZ N Y Y Y Y Y 
Internal N Y Y Y Y Y 
Network Access 
Control N Y Y Y Y Y 
       
       
Zones       
Public Y Y Y Y Y Y 
DMZ Y Y Y Y Y Y 
WirelessDMZ N N N Y N Y 
Mobile N N N Y N Y 
Intranet N Y Y Y Y Y 
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Application Services 

D.21 E-Gif Technical Standards Documents 6.2  

Component Specification Status 
 A = Adopted 

R = Recommended 
U = Under review 
F = For future consideration 

Web service 
request delivery 

SOAP v1.2, as defined by the W3C  
http://www.w3.org/TR/soap12-part1/ 
http://www.w3.org/TR/soap12-part2/ 
Guidance on the use of SOAP can be found at http://www.w3.org/TR/soap12-part0/ 
and http://www.w3.org/TR/xmlp-scenarios/ See the W3C web site http://www.w3.org 
for the latest drafts of the SOAP specifications and transport bindings.  
 
Web services may use SOAP version 1.1 as an interim solution provided there is a 
migration strategy for conformance to SOAP version 1.2. 
 

A 

Web service 
request registry 

UDDI v3.0 specification (Universal Description, Discovery and Integration) defined by 
OASIS http://www.uddi.org/specification.html 
 
Applicable for dynamic Web services requiring web service discovery using WSDL.  
 

F 

Web service 
description 
language 

WSDL 1.1, Web Service Description Language as defined by the W3C, the 
specifications can be found at http://www.w3.org/TR/wsdl  
 

A 

ebXML Registry Services Specification v2.1 as defined by OASIS  
Also, published as ISO/TS 15000-4  Electronic business eXtensible Markup 
Language (ebXML) -- Part 4: Registry services specification (ebRS) (available in 
English only)  
 

F Web services 
business 
repositories 
 

ebXML Registry Information Model v2.1 as defined by OASIS 
Also published as ISO/TS 15000-3 Electronic business eXtensible Markup Language 
(ebXML) -- Part 3: Registry information model specification 
 

F 

Basic Profile Version 1.0 (BdAD Final Material) as defined by the Web Services 
Interoperability Organisation (WS-I) 
http://www.ws-i.org/Profiles/BasicProfile-1.0-2004-04-16.html 
 

F Web service 
basic 
interoperability 
profile 

Basic Profile 1.0 – Errata as WS-I 
http://www.ws-i.org/Profiles/BasicProfile-1.0-errata-2004-03-17.html 
 

F 

Web service 
choreography 

Web Services Choreography Description Language (WS-CDL) as defined by W3C  
http://www.w3.org/TR/ws-cdl-10/ 
 

F 
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Business Process Execution Language for Web Services BPEL4WS as defined by 
the BEA, IBM, Microsoft, SAP AG and Siebel 
http://www-106.ibm.com/developerworks/library/ws-bpel/ 
 

R 

 
WSCI 1.0 (The Web Service Choreography Interface) 
Sponsor: BEA, Sun, Oracle 
http://www.w3.org/TR/wsci/ 

F 

Basic Security Profile Version 1.0 (WS-I Security) as defined by WS-I 
http://www.ws-i.org/Profiles/BasicSecurityProfile-1.0-2005-01-20.html 

R 

RFC 2818: HTTP over TLS as defined by IETF 
http://www.ietf.org/rfc/rfc2818.txt 
 

R 

Web Services Security: SOAP Message Security 1.0 (WS-Security 2004) as defined 
by OASIS 
 
Errata 1.0 for Web Services Security: SOAP Message Security V1.0 
 

 
R 

Web Services Security: UsernameToken Profile as defined by OASIS 
 
Errata 1.0 for Web Services Security: UsernameToken Profile V1.0 
 

R 

Web Services Security: X.509 Certificate Token Profile as defined by OASIS 
 
Errata 1.0 for Web Services Security:X.509 Certificate Token Profile V1.0 
 

R 

Web Services Security: SAMLToken Profile as defined by OASIS 
 

F 

Web Services Security: Rights Expression Language (REL) Profile as defined by 
OASIS 
 

F 

Web Services Security: KerberosToken Profile as defined by OASIS 
 

F 

Web Services Security: Minimalist Profile (MProf) as defined by OASIS 
 

F 

Web services 
security 

Web Services Trust Language (WS-Trust) as defined by  BEA Systems, Inc., 
Computer Associates International, Inc., International Business Machines 
Corporation, Layer 7 Technologies, Microsoft Corporation, Netegrity, Inc., Oblix Inc., 
OpenNetwork Technologies Inc., Ping Identity Corporation, Reactivity Inc., RSA 
Security Inc., VeriSign Inc., and Westbridge Technology, Inc. All rights reserved.  
http://www-106.ibm.com/developerworks/library/specification/ws-trust/ 
 

F 

WS- Secure 
conversation 

IBM, Microsoft, RSA Security & VeriSign, May 2004  
 

F 



Melton Borough Council ICT Strategy © 

Page 68 
 

 
WS-Federation Web Services Federation Language (WS-Federation) 

08 July 2003 International Business Machines Corporation, Microsoft Corporation, 
BEA Systems, Inc., RSA Security, Inc., VeriSign, Inc. All rights reserved. 
http://msdn.microsoft.com/webservices/understanding/advancedwebservices/default.
aspx?pull=/library/en-us/dnglobspec/html/ws-federation.asp 
 

F 

Web Services Reliable Messaging (WS-Reliability 1.1) 
OASIS Committee Draft 24 August 2004. 
 

F WS-Reliable 
Messaging 

Web Services Reliable Messaging Protocol (WS Reliable Messaging March 04) as 
defined by the BEA, IBM, Microsoft, and TIBCO software Inc 
 

F 

WS-Addressing Web Services Addressing (WS- Addressing) as defined by the BEA, IBM and 
Microsoft 
 

F 

OASIS Business Transaction Protocol (BTP) as defined by OASIS. Latest working 
draft see 
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=business-
transaction. 
Version 1.1  
 

F WS-
Transactions 
 

Web Services Atomic Transaction (WS-AtomicTransaction) as defined by BEA 
Systems, International Business Machines Corporation, Microsoft Corporation, Inc. All 
rights reserved. 
 

F 

WS-
Coordination 

Web Services Coordination (WS-Coordination) as defined by BEA, IBM and 
Microsoft. 
 

F 

Web Services Policy Framework (WS-Policy) as defined by BEA, IBM, Microsoft and 
SAP AG. 
 

F 

Web Services Policy Assertions Language (WS-PolicyAssertions) as defined by BEA, 
IBM, Microsoft and SAP AG. 
 

F 

WS-Policy 

Web Policy Attachments (WS-PolicyAttachment) as defined by BEA, IBM, Microsoft 
and SAP AG. 
 

F 

WS-Security 
Policy 

Web Services Security Policy Language (WS-SecurityPolicy) as defined by IBM, 
Microsoft, RSA Security Inc. and VeriSign Inc. 
 

F 

WS-Business 
Activity 

Web Services Business Activity Framework (WS-BusinessActivity) as defined by the 
BEA, IBM, Microsoft and SAP AG. 
 

F 

BPML 1.0 (Business Process Modeling Language) as defined by BPMI.ORG 
http://www.bpmi.org 
 

F Business 
Collaboration 

Collaboration Protocol Profile (CCPs) and Agreement (CPA’s) specification as defined 
by OASIS 
 

F 



Melton Borough Council ICT Strategy © 

Page 69 
 

 
WS-Discovery Web Services Dynamic Discovery (WS-Discovery). 

as defined by, BEA Systems, Canon, Intel Microsoft and webMethods, Inc 
 

F 

SAML 2.0 profile for XACML as defined by OASIS   
 

F 

XML Digital Signature profile of XACML as defined by OASIS.  
 

F 

Hierarchical Resource profile of XACML 
 

F 

Multiple Resource profile of XACML 
 

F 

WS-Access 
Control profiles 

Core and Hierarchical Role Based Access Control (RBAC) profile, Version 2.0, as 
defined by OASIS. 
 

F 

Binding for the OASIS Security Assertion Markup Language (SAML) V2.0 
 

F 

Profiles for the OASIS Security Assertion Markup Language (SAML) v2.0 
 

F 

Metadata for the OASIS Security Assertion Markup Language (SAML) v2.0 
 

F 

WS- security 
mark-up 
profiles 

Authentication Context for the OASIS Security Assertion Markup Language (SAML) 
v2.0 
 

F 

WS-Transfer Web Service Transfer 
 

F 

WS-
Enumeration 

Web Service Enumeration 
 

F 

WS-
MetadataExcha
nge 

Web Service MetadataExchange 
 

F 

WS-Eventing Web Services Eventing 
 

F 
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D.22 WSE 2 

Component Specification Status 
 A = Adopted 

R = Recommended 
U = Under review 
F = For future consideration 

WS-Security WS-Security 
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd  

 
WS-SecurityPolicy 
http://schemas.xmlsoap.org/ws/2002/12/secext 
 
WS-SecureConversation 
http://schemas.xmlsoap.org/ws/2004/04/sc 
 
WS-Trust 
http://schemas.xmlsoap.org/ws/2004/04/trust 

F 

WS-Referral WS-Referral 
http://schemas.xmlsoap.org/ws/2001/10/referral 

F 

WS-Addressing WS-Addressing 
http://schemas.xmlsoap.org/ws/2004/03/addressing 

F 

WS-Policy WS-Policy 
http://schemas.xmlsoap.org/ws/2002/12/policy 

F 

WS-Attachments WS-Attachments 
  
 

F 

 

D.23 Accessibility  

Component Specification Status 
 A = Adopted 

R = Recommended 
U = Under review 
F = For future consideration 

Guidelines Web Content Accessibility Guidelines 1.0 
http://www.w3.org/TR/WAI-WEBCONTENT 

A 

Checklist Checklist of Checkpoints for Web Content Accessibility Guidelines 1.0 
http://www.w3.org/TR/1999/WAI-WEBCONTENT-19990505/full-checklist 

A 

Techniques Techniques for Web Content Accessibility Guidelines 1.0 
http://www.w3.org/TR/2000/NOTE-WCAG10-TECHS-20001106/ 

A 

Core Techniques Core Techniques for Web Content Accessibility Guidelines 1.0 
http://www.w3.org/TR/2000/NOTE-WCAG10-CORE-TECHS-20001106/ 

A 

HTML 
Techniques 

HTML Techniques for Web Content Accessibility Guidelines 1.0 
http://www.w3.org/TR/2000/NOTE-WCAG10-HTML-TECHS-20001106/ 

A 

CSS Techniques CSS Techniques for Web Content Accessibility Guidelines 1.0 
http://www.w3.org/TR/2000/NOTE-WCAG10-CSS-TECHS-20001106/ 

A 
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APPENDIX E – GLOSSARY OF TERMS 
 

ADSL: Asymmetric digital subscriber line. Technology that 
may provide a high speed link to the Internet. 

 
Application Software: A program or suite of programs designed to perform a 

task which is of use to the user, e.g. Payroll, MS 
Word. 

 
ASCII: The American Standard Code for Information 

Interchange or ASCII is a means to encode 
characters into bits. 128 different characters can be 
represented in ASCII. 

 
ATM: Asynchronous Transfer Mode. A high bandwidth 

networking standard, which switches information from 
a source to a destination like a telephone exchange. 

 
Audit Trail: A chronological record of system activities that is 

sufficient to enable the reconstruction, reviewing, and 
examination of the sequence of environments and 
activities surrounding or leading to an operation, a 
procedure, or an event in a transaction from its 
inception to final results. 

 
Backup:  Copying applications and information on a tape or 

media in order to enable the original to be restored if 
required. 

 
Bandwidth: The capacity of a communications channel. Usually 

measured in cycles per second or Hertz (Hz). 
 
Batch Processing:  The processing of data at a specified time rather than 

by interactive processing.  
 
Bit:  A binary unit of information that can have two values 

either 0 or 1, eight of which make up a byte or 
character. 

 
Broadband: High speed wide area network connection at speeds 

of 512Kbits/s or faster. 
 
Browser: A software application that allows a user to access 

information on the Internet and HTML pages. 
 
Byte:  A group of eight bits that combine to represent 

characters, or a measurement of memory capacity. 
 
C2 Security: American security classification generally accepted 

world-wide, classifying the level of security provided. 
 
Cabling:  Used to connect computers together. There are 

several different types, such as Thin Ethernet, fibre-
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optic and UTP. 
 
CAD:  Computer Aided Design or CAD enables engineers 

and architects to create 2-D or 3-D designs without 
having to build models. 

 
CD-ROM: Standing for 'Compact Disk-Read Only Memory', is a 

high capacity storage system that is very like audio 
compact disks (CD's) but can be used for storing 
data, pictures and video as well as sound. 

 
CE: Products which meet the essential requirements of 

European Community directives for safety and 
protection carry this mark. Products which carry the 
CE mark may be sold anywhere in the community. 

 
Character User Interface: Known as CUI, is a screen consisting purely of 

characters and symbols which generally speaking 
consists of 25 lines of 80 characters all of the same 
size which can be grouped to form crude graphical 
images. 

 
Client-Server:  A network arrangement where the processing for an 

application is in two parts, with one running on the 
server and the other running on a PC or workstation.  

 
CPU: Central Processing Unit which refers to the box which 

holds the main components of the computer. 
 
CRC Cyclical Redundancy Check is a way of checking for 

errors in a message by doing mathematical 
calculations on the number of bits in the message. 

 
CSMA/CD: Carrier Sense Multiple Access with Collision 

Detection or CSMA/CD is a control access method 
through which several nodes can transmit over one 
cable (multiple access) although not simultaneously. 

 
Cursor:  The cursor is the flashing line or block that indicates 

your position on the screen. 
 
Database:  A computerised collection of data which is stored in a 

structured way to allow the user to easily store and 
retrieve information. 

 
Desk Top Publishing: The composition on a PC of text and pictures in a 

form which is ready for publication. 
 
DISA: Direct inward system access. DISA is used to allow 

an inward-calling person access to an outbound line. 
Many PBXs have inbound 0800 numbers for 
employee use. Employees use them to retrieve their 
voice mail and to speak to people in the office. 
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Directory:  This is a filing system used to keep track of different 

files and directories on the system. (Can also be 
called a folder). 

 
Disk:  A storage medium for data or programs. 
 
DOS: Disk Operating System. (See operating system). 
 
DVD: Digital Versatile Disk 
 
Dumb Terminal: A video display unit without its own data-processing 

capability.  
 
E-Mail:  Electronic Mail facility using a LAN, WAN or the 

Internet. Allows notes and memos to be sent to 
colleagues via a computer, be they 20 feet or 20,000 
miles away. 

 
Ethernet:  A type of LAN  protocol based on technology 

originally developed by Xerox. One of two main 
network standards set by the IEEE (see below) which 
ensures that hardware and software can 
communicate with each other. 

 
EIS: Executive Information System is a management 

facility which enables senior management easily to 
obtain information held in computer systems and 
have this information presented in an understandable 
way. 

 
FDDI: Fibre Distributed Data Interface. An ANSI standard 

for use of fibre optics to provide networks up to 100 
Megabits/sec. 

 
Fibre-Optic:  A technology which uses glass fibres to transmit data. 

A fibre optic cable consists of a bundle of glass 
threads and is capable of transmitting large volumes 
of data at the same time. 

 
File-Server:  This is a computer that supplies services to other 

computers on the network.  
 
Firewall:  A device and/or software that prevents unauthorised 

and improper transit of access and information from 
one network to another. 

 
Font  A printing term that refers to the specific style and 

size of the typeface. The font used for this report is 
Arial True Type 10 point but for this description only is 
Times New Roman Italic True Type 10 point. 
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Ftp: File transfer protocol. A protocol for transferring files 
between computers. 

 
Gigabyte:  A measure of the storage capacity of hard disks and 

memory. One gigabyte equals one thousand million 
bytes of characters or data; equivalent to 1,000 
megabytes. 

 
GIS: Geographic Information System is a computer system 

designed to manipulate data with any form of 
geographical reference (address, grid ref., postcode, 
unique property ref.). Usually linking text or numeric 
data with a map held on the computer. 

 
Graphical User Interface: The Graphical User Interface (GUI) is a program that 

sits between the operating system and the 
applications programs to make both more user 
friendly. This is achieved via the use of pictures or 
'icons' rather than typed commands. 

 
Hard Disk:  A permanent form of data storage which can store 

large quantities of data.  
 
Hardware:  The physical equipment in a computer system. 
 
HTML: Hypertext markup language. Computer code that 

describes how to format a page of information. 
Typically used by Internet Browsers. 

 
Http: Hypertext transfer protocol. A protocol for transferring 

data between computers. 
 
Icons:  Small picture used by GUIs (above) which make 

application software easier to use by representing 
actions with pictures rather than typed commands. 
For example a picture of a filing cabinet can be used 
to indicate a directory containing files. 

 
IEEE: Institute of Electrical and Electronics Engineers, 

which develops standards for the computer and 
electronics industry. 

 
Intel:  The leading manufacturer of micro-processors found 

in personal computers. 
 
Interface:  An information interchange path that allows parts of a 

computer, multiple computers and external equipment 
to communicate or interact. 

 
Internet:  World wide information service, consisting of 

computers around the globe linked together by 
telephone cables. 
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ISDN: Integrated Services Digital Network. A method of 
handling digitized voice and data traffic on the same 
links, via a telephone exchange. 

 
Laptop: Small portable computer. 
 
LAN:  Local Area Network that provides a cabling system 

for total intercommunication between computers, 
workstations and printers within a limited 
geographical area, enabling sharing of files, software, 
hard disks and peripherals such as printers. 

 
Laser Printers: A graphics printer which makes up and prints a 

complete page of output before starting on the next 
page. 

 
Line Printers: A printer which produces a single line of text before 

advancing the paper to produce the next line. 
 
Linux:  An open source version of Unix 
 
Mainframe:  A large computer which usually requires its own 

specialist proprietary operating system and 
application software. 

 
Megabyte:  A measure of storage capacity of hard disks and 

memory. A megabyte is the equivalent of one million 
bytes of character or data. 

 
Memory:  Describes the internal store of a computer, as 

opposed to physical storage such as hard disks or 
floppy disks.  

 
MIPS: Millions of Instructions per Second which is a 

measure of computer power. 
 
Modem:  Communications device that allows a computer to 

communicate with other computers via the telephone 
network. 

 
Motherboard:  The main circuit board which holds the processor as 

well as other components such as RAM. 
 
Mouse:  A small plastic unit that is used in place of the 

keyboard to control the cursor within GUI-based 
programs. 

 
Multi-Media:  Computer based software that uses sound and video, 

usually stored on CD-ROM. 
 
Multi-Processor:  Refers to computers which have several processors. 
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Multi-Tasking:  Refers to the ability to simultaneously access and 
manipulate data by more than one software package 
at the same time. 

 
NCA: Network client architecture. A method of delivering 

software applications from central servers over the 
network, rather than having the software stored on 
the PC hard disks. 

 
Network:  The equipment and transmission facilities for 

intercommunication between computers, workstations 
and printers. 

 
Network Computer: A micro-computer without its own disk storage facility. 

It relies on a central server to download all of its 
application software from. 

 
Nodes: Devices on a network that demand or supply 

services. 
 
Office Automation Systems: Systems which have been developed to automate 

procedures and tasks traditionally carried out 
manually. 

 
Open Source:  Software which is freely available to use and for 

which the source code can be freely obtained and 
modified. 

 
Operating System:  A program which is resident on every computer and 

which supervises all of the processes which take 
place. 

 
Oracle: A commercial organisation who supply relational 

database software (ORACLE) and application 
software. 

 
Password: A protected, private character string used to 

authenticate an identity. 
 
PBX: Private branch exchange - small telephone exchange 

used internally within an organisation. 
 
Peer-To-Peer:  A network arrangement where each computer can be 

both a server and a workstation at the same time. 
 
Printing Overlays: A concept which allows the printing device to store 

the fixed part of forms, letterheads etc. for printing 
with variable data as required, thereby enabling the 
paper trays to be loaded with blank paper and 
eliminating the requirement for pre-printed stationery. 
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Processor: Part of the computer which handles the interactive 
instructions passed to it at any point in time. 
Essentially the computers engine sitting inside the 
CPU. 

 
Program:  A set of coded instructions which tell the computer 

what functions to perform. 
 
Protocol:  A set of rules governing the format, timing 

sequencing and error control of messages exchanged 
between communication entities in a network. 

 
RAM:  Random Access Memory is the working memory of 

the computer that temporarily stores software and 
data while it is being worked with. 

 
ROM: Read only memory refers to memory that can be read 

but not written to and is used for programs and data 
which need to be permanently available. 

 
Relational Database: A method of organising and structuring data in related 

tables which are connected by common fields in each 
table. 

 
Server:  Used in a network, servers are the host machines 

that house the files used by other workstations in the 
network. 

 
Service Level Agreement: An agreement between service providers and service 

users which defines the services to be provided and 
the basis on which charges are to be made. 

 
Shareware:  Software for which there is no charge, but a 

registration fee is payable if the user decides to use 
the software. Often downloaded from the Internet or 
available from PC magazines. Normally not that very 
well written and often adversely effects other 
software. 

 
Software:  A general term for the programs which run on a 

computer. 
 
Spreadsheet:  A popular type of application software which allows 

the user to analyse data presented in tabular form, 
i.e. rows and columns. 

 
SQL:  Structured Query Language which enables users to 

specify the items of data to be abstracted from a 
database and to define their presentation. 

 
Tape:  A secure magnetic medium for storing and retrieving 

large volumes of information. 
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UNIX: A powerful and flexible operating system which has, 
by virtue of its hardware independence and multi-user 
capabilities, become an industry standard for medium 
sized machines. 

 
UPS: Uninterruptible power supply. Device containing 

batteries that protects electrical equipment from 
surges in the mains power and acts as a temporary 
source of power in the event of a mains failure. 

 
URL:  Uniform Resource Locator. This describes the type of 

an information resource and its location. 
 
Username:  A unique symbol or character string that is used by a 

system to identify a specific user. 
 
Virus:  Computer software that replicates itself and often 

corrupts computer programs and data. 
 
Voice Mail:  Facility which allows callers to leave voice messages 

for people who are not able to answer their phone. 
The voice messages can be played back at a later 
time. 

 
WAN:  Wide Area Network that provides a cabling system for 

total intercommunication between computers, 
workstations and printers located at geographically 
remote sites. 

 
Word Processing: A method of preparing, formatting and printing text in 

a form that can be stored and updated. 
 
Workstation: A powerful computer used to manipulate large and 

complex data sets or more commonly a term used to 
mean a PC, node or terminal. 

 
WUI: Web enabled user interface. Allows software 

applications to be run through an Internet Browser. 
 
X.500: A directory services standard that permits 

applications such as electronic mail to access a 
standard directory to enable global access to users. 

 
XML: Extensible markup language. A method of conveying 

information and its context.  
 
XQL XML Query language, which allows data to be 

extracted from an xml database. 
 


